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Overview

This guide explains how to use the AlarmNet 360 online web application. AlarmNet 360 is a web based tool set for

central station and dealer/installation companies to enable programming and testing of their AlarmNet communication
devices and to create remote access service accounts. These tasks are easily accomplished from any PC with internet
access. AlarmNet 360 enables you to perform the following:

e Search, display, and edit customer accounts.

e Add, delete, or replace communication devices, IP video, and automation devices.
e Display communication device types, their MAC IDs, and edit device information.
e Program, configure, test, and verify the status of devices.

e View, add, delete and edit user profiles.

e View a history of all AlarmNet 360 activity by company users.

e Create Total Connect accounts for your customers.

e Enables you to email AlarmNet 360 with questions or comments.

What's New?
Reports

Accessing AlarmNet 360

Obtaining a Central Station Account

Central Stations can sign up by contacting AlarmNet Administration at 800-222-6525 and
selecting option 3. (Administration hours are Monday thru Friday, 8:00 am to 5:00 pm ET)

Obtaining a Dealer Account

Dealers must sign up online by visiting the AlarmNet 360 website:
https://www.alarmnet360.com
Then simply complete the Dealer Signup procedure to obtain your User Name and Password. For validation purposes you

will need to provide a city and central station ID number and have the MAC and CRC number from one of your
communication devices. If you do not know your AlarmNet city and central station ID number, please call your central

station.
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Only one sign-up per dealer is necessary; additional log in accounts for dealer personnel must be created by the initial
user. Lastly you need a computer with internet access and a web browser.

Logging In
1. To access AlarmNet 360 visit the following link: https://www.alarmnet360.com

After the page loads this is a good time to create a desktop or favorites bar shortcut by positioning the cursor over
the address icon, left click the mouse and drag it to the desktop or favorites bar.

.
—

Honeywell |AlarmNet 360

P vour Lghe?

\iew up to four cameras

and more on the
LYNX Touch 7000!

Learn More p

2. Navigate to the AlarmNet 360 home page using either the desktop shortcut (created in the last step) or by typing the
address into the browser's address field. The Login page appears.

3. Enter your User Name, and Password then press [Login].
The Device Status window appears.

Note: You can change the default landing page using the My Company > My Profile option.

Seredbar Raman Crmiral Station
i ; B

a

Sedect City-C5 . p-C5-Sub o MA i ~  ProgramBeplace Take Gwnership

T T
. .
Termak Condiions | Patvacy Statement | & Browser Becuirements * Help £ Copymight Meneswell international Inc 2011 | Version ; L3.7.3444
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4. Click on the Browser Requirements and ensure your browser meets the requirements.

Navigating AlarmNet 360
AlarmNet 360 is easy to navigate. Navigation starts with the Tool Bar at the top.

The AlarmNet 360 site is used by both the Central Station and Dealers.

Note: Since the Central Station has access to everything the Dealer has access to; tools such as Take Ownership of
Device can also be used by the Central Station.
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Further, each Central Station or Dealer can create subusers and assign Authority Levels and Features to their subusers.
(See the “Manage Users’ tool.)

At the tool bar, selecting a category brings up the associated tools. When a tool is selected, an information window
appears where you can view, edit, add, or delete information. Some information can be printed, or saved as a file.

Central Station Tool Bar

= [Cevices

Device Programming = Device Status

Device History = Substitution PIN Generation

Devices
Accounts

My Company
Tools

Reports

Template

Account Center
APl Documents

Losout

» Device Programming

» Device Status

» Device History

» Substitution PIN Generation

Accounts|

» View Accounts
» Communication Failures
» Account Generation

» Company Information

» Manage Users

» Dealer Services Config.

Tools
» Cellular Activation/Status
» Coverage Maps

» Account Cancellation » Web Usage
» Manage TC 2.0 Accounts » My History
» My Profile

» Generate Reports
» My Dashboard




Finding the right AlarmNet tool

Contents

The AlarmNet 360 website is a collection of tools that enable you to manage communicator devices, accounts, users,

check status, activate SIMs, etc.

The revised AlarmNet 360 interface is easy to navigate. It uses tool bar tabs that groups associated tools. For each tool,
the workflow has been improved to naturally move you through a series of screens to complete a task.

For instance, programming communication devices is now accomplished using two wizards; Program New Device and

Replace Other Device.

Each wizard steps you through the proper procedure so the task is done easily and completely.

Below is a table showing various tasks and where the corresponding tool is located. Lastly, the tasks are hot linked,

allowing you to jump to the proper help file topic.

Please use this table as a roadmap for finding the right tool for the task.

Task
account, cancellation

Account Center, portal access
accounts, editing

accounts, generation

account reports, generate

account, view

automation devices, TUX series, adding

(use this when adding to an existing system)
automation devices, TUX series, enrolling
(use this when TUX will stand alone)
automation devices, TUX series, replacing
AlarmNet billing, payment

APl documents, request for
cancelling accounts

communication failures

company information, manage
coverage maps

customer notifications
dealer services, enable remote & video serv.

device, history

device, program new

device, replace

device, show programmed devices
device, status

device, substitution PIN generation

Location

Accounts » Account Cancellation
Option available only for Central Stations

Tool Bar »Account Center (Log in, then refer to the online help)

Devices » Device Programming
(Use Action column pulldown menu.)

Accounts » Account Generation
Option available only for Central Stations

(central station) Tool Bar » Reports.

(dealer) Tool Bar » Reports
Accounts » View Accounts
(central station) Accounts » Manage TC 2.0 Accounts

(dealer) Accounts » Manage TC 2.0 Accounts
Devices » Device Programming » Program/Replace Device

Devices » Device Programming » Program/Replace Device

Tool Bar »Account Center (Log in, then refer to the online help)
Option available only for Central Stations

Tool Bar » APl Documents

Accounts » Account Cancellation
Option available only for Central Stations

Accounts » Communication Failures
Option available only for Central Stations

My Company » Company Information

(central station) Utilities » Coverage Maps
(dealer) Utilities » Coverage Maps

Tool Bar » Customer Notification

My Company » Dealer Services Config.
Option available only for Central Stations

Devices » Device History

Devices » Device Programming » Program/ Replace Device
Devices » Device Programming » Program/ Replace Device
Devices » Device Programming

Devices » Device Status

Devices » Substitution PIN Generation
Option available only for Central Stations



Task
device, take ownership

editing, account
IP devices (TC1), adding, editing, deleting
IP devices (TC2), adding, editing, deleting

notifications, customer
ownership of device, task

PIN generation, substitution

program new device
reports, account, generate

resetting the TC2 account username, email or
password

SIM, activation/status
TC1 account, edit, delete

TC2 accounts, manage, edit, delete

TC2 accounts, reset username, email, or
password

TUX series automation devices, adding
(use this when adding to an existing system)

TUX series automation devices, enrolling
(use this when TUX will stand alone)

TUX series automation devices, replacing
users, manage

users, my history

users, my profile

users, web usage

video device configuration
(use to configure TC1 or TC2 devices)

Contents

Location

(central station) Devices » Device Programming, then at the blue
tool bar, select Take Ownership.

(dealer) Devices » Device Programming » Take Ownership
Devices » Device Programming

Devices » Device Programming

(central station) Accounts » Manage TC 2.0 Accounts

(dealer) Accounts » Manage TC 2.0 Accounts
Tool Bar » Customer Notification
(central station) Devices » Device Programming » Take Ownership.

(dealer) Devices » Device Programming » Take Ownership

Devices » Substitution PIN Generation
Option available only for Central Stations

Devices » Device Programming
(central station) Tool Bar » Reports.

(dealer) Tool Bar » Reports
(central station) Accounts » Manage TC 2.0 Accounts

(dealer) Accounts » Manage TC 2.0 Accounts
Utilities » SIM Activation/Status

Devices » Device Programming
(Use Action column pulldown menu.)

(central station) Accounts » Manage TC 2.0 Accounts

(dealer) Accounts » Manage TC 2.0 Accounts
(central station) Accounts » Manage TC 2.0 Accounts

(dealer) Accounts » Manage TC 2.0 Accounts
(central station) Accounts » Manage TC 2.0 Accounts

(dealer) Accounts » Manage TC 2.0 Accounts
Devices » Device Programming » Program/ Replace Device

Devices » Device Programming » Program/ Replace Device
My Company » Manage Users

My Company » My History

My Company » My Profile

My Company » Web Usage

Devices » Device Programming
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Tools

Each tool will be discussed in the order they appear on the Tool Bar.

DEVICES » Device Status (central station)
This tool enables you to quickly check the status of a particular AlarmNet communication device.
Find the device by performing a search. You can search by entering the City code, Central Station and Subscriber number,

or you can search by MAC. Enter the data and click the Search button. A detailed status screen for the device is then
displayed.

Ty
oo v,

= Device Programming = Device Status | Device History = Substitution PIN Generation
-
. ACTTLL
Show device
status Se-B&-DerT 17364715 / Phil Ferro x 5520 - Data Center Black Bc v City-CS-Sub or MAC £ Search ] Clear
Current Status of Device Alarm History
City-C5-Sub MAC CRC
A . P
® © MAC Heard on (GMT) Alarm Description Origin (i)
. . . L 1 AGANMNEPE 2014112021406 E33900803  E-339-Exp Module Power On /Reset Ethemet -
Device Type Radio Version Supervision
Al0-NIF 7.0.100 ONTH 2 SEpDREHEAcM®  2014-11-2013:36:03  E40601002  E-406-Cancel Ethemet
3 WOESERANRN 20141120 13:35:56  RI2301007  R-123-Audible Ethemet
4 WRERCHPRSIE  2014-112013:35:49  E12301007  E-123-Audible Ethemet
} . 5 WONEEONUNME  2014-11-20 13:28:41  E40601002  E-406-Cancel Ethemet
Subscriber Status Current Supervision State
Aetivesi m— 6 "ESoRBCOOWER 20141120 13:28:34  RI2301007  R-123-Audible Ethemet
2014-10-N 11:08:17 GMT 7 WOtHERIREhNR  2014-11-2013:27:44  E12301007  E-123-Audible Ethemnet
5 SRNECHRARGAM  2014-11-2013:26:19 E40601002  E-406-Cancel Ethemet
005 (Statu v Ping Commands 9 SN 20141120 13:26:112  RI2301007  R-123-Audible Ethemet
Fing Lommands 10 demanmanBidas 20141120 13:25:18  E12301007  E-123-Audible Ethemet
Test A|arm 1 W 2014-11-2012:53:22  E33900903  E-339-Exp. Module Power On / Reset Ethemet
- . ) i T t Al rm Eth rnet 12 ORERONERNE  2014-11-20 12:32:07 E33900903  E-339-Exp. Module Power On / Reset Ethemnet
Subscriber Adress Inforr 1€t Alarm (Ethernet) 45 namnanannann Amas axananAnan  Eiseninns R R v
Test Alarm (Cell)
. Download Alarms View 1-50of 813
Mame of the Subscriber Dealer| Reg|ster
Address ) Reset
(Choices are depend- )
City state ent on the device.) QOS5 Data
Phone Number
Received on (GMT) Ling(V) Batt.{V) Net. Rer.Lvl (i) Min Sig. Max Sig.

2 Edit Subscriber 2014-11-20 21:41:29 Nia NiA NI MiA Hig MiA =

All detailed information is grouped in subcategories and are described below.

Current Status of the Device:
This includes; MAC number, CRC, Device (communication type), Device Type (such as IGSMV4G), and Radio Version.

Subscriber Status:
New — The account has not been registered.
Active — The device has been activated in AlarmNet.
Partially Cancelled — The account number is ready for re-use.
Full Cancelled — The account number has been shutoff and cannot be re-used until changed to Partially Cancelled.

Last Registered Date: Displays the date and time the account was last registered.

Supervision: Indicates the supervision window of the device.

-6
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For example:

US UL LINE SEC [5 minute supervision] WEEKLY [7 day supervision]
CN UL LINE SEC [3 minute supervision] MONTHLY [30 day supervision]
DAILY [24 Hour supervision] NO SUPERVISION

Last Status Check IN: Last Date and Time the device checked in.
Next Status Check IN: Next scheduled check-in Date and Time.
Current State: Shows the condition of the Subscriber. NORMAL, or COMM FAIL [Communication Failure]

Ping Commands: These commands will depend on the device. This drop-down field allows you to send a command to
a GSM type device. [Commands marked with ** are limited to; 2 every 24hrs per account.] After making your choice,
click Ping.

QOS (Status) — Sends a command to have the GMS device report QOS status. (GSM type devices only.)

Test Alarm — Sends a command forcing the device to send a test message of 555555559 to the central station.
(Devices with Ethernet and GSM: it will try Ethernet first. If Ethernet is not available, it will try GSM.)

Test Alarm (Wired Ethernet)** — Sends a command using the Ethernet to force the device to respond with a
test message of 555555559 to be delivered to the central station. (For Internet devices only.)

Test Alarm (Cell)** — Sends a command using GSM to force the device to respond with a test message of
555555559 to be delivered to the central station. (For GSM devices only.)

Register — This command appears for certain users only. It forces the device to register or re-register on the
AlarmNet Network. (For GSM Devices only.)

Reset — This command appears for certain users only. It forces the device to reset and power up. A 5551 5555 6
will be sent to the central station. (For GSM devices only.)

Current Status of SIM
The basic information associated with the SIM. Its history can be accessed by clicking the “View SIM History” button.

Subscriber Address Information

The basic information associated with the subscriber and device location. This information can be edited by clicking the
“Edit Subscriber” button.

Sticky Notes

Enables you to attach notes to this device or user as needed.

Alarm History
Displays the Alarms from the device and gives the ability to download the last 30 days of information if needed.
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QOS Data (Quality of Service)

Shows basic information about the signal levels and input voltages of the device. (only available on AlarmNet GSM type
devices.)

Network | Good OK Marginal Bad

2G —99 dBm to -104 dBm —105 dBm and under
3G /4G —101 dBm to -106 dBm REleNae|=]aaW-1ale NU[olo (T4

Received on (GMT) — The date and time that the quality of service message came into the node. It is expressed as
month/day/year and hour: minutes: seconds. The time is based on Greenwich Mean Time and is displayed in 24-hour
military time.

Line (V) — This quantity represents the instantaneous DC voltage within the radio after the input power has been
rectified; we are not measuring the voltage at the input terminals. This quantity is dependent on which wall transformer
is used but is typically between 10.5 and 26 volts.

AC input: The QOS voltage will be approximately 1.414 times the input voltage.
DC input: The QOS voltage will be approximately the same as the input voltage.

Battery (V) — This quantity represents the voltage of the battery backup in the device at the instant the QOS data was
sent. This quantity expresses an under load value that should reside above 6.0 volts to be considered normal.

Net. — Indicates the communication network used.

Receiver Level — The instantaneous relative level of the strength of the signal at the receiver at the time the data was
transmitted. (Range: —150dBm to —10dBm, stronger)

Min Signal — The lowest relative level of the strength of the signal at the receiver since the last check in message was
transmitted. (Range: —150dBm to —10dBm, stronger)

Max Signal — The highest relative level of the strength of the signal at the receiver since the last check in message was
transmitted. (Range: —150dBm to —10dBm, stronger)

DEVICES » Device History (central station)

This tool is useful when you want the device history. Use the Time Period drop-down menu to choose the range, enter
the City-CS-Sub information, and click Search. You can also filter the displayed information using the Action drop-down

menu. .
.
= | Devices
B “0. ““.
g
Show deviCe gy nistory for past 24 B AlASons B
history.
Time (GMT) Action User city €s  sub MAC P
2014-11-26 08:5154 Status Requested [P———— AR 103.232.224.249
2014-11-26 08:50:55 Status Requested R PRI 103.232.224.249
2014-11-26 08:49:49 Status Retrieved SRS 89 05 2399 RIS 103.232.224.249
2014-11.26 08:49:49 Status Requested G T, AR 103.232.224.249

DEVICES » SIM Activation/ Status (central station and dealer)

This tool enables you to view the status of a SIM (Subscriber Identity Module) for a particular GSM or i-GSM series
communication device or to activate the SIM. The SIM must be activated in order for the security system to report to
AlarmNet.

Note, the SIM is activated when using the “Utilities’ tool presented later in this guide. By default, all the SIMs are pre-
activated at the factory.
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Start by checking if the SIM is already activated.

In the MAC or AID field, enter the number. (Choose MAC for a SIM; or choose AID for the VISTA-GSM module used
with the VISTA-21iP control panel.) Then click Get Status.

NOTE: The SIMs used in the Canadian modules are all pre-activated.
If the SIM is already activated, its Current State will show it as SIM is activated (in green).

If the SIM is not activated, under Provision SIM, enter the CRC (or AID), and notification email so AlarmNet can notify
you when the SIM is activated. Then click Activate, a confirmation screen appears.

When you receive notice the SIM is activated, you will be asked to complete the process by:

To complete the activation process for mac number (00D02Dxxxxxx) please do the
following:
1) Power-Cycle the device by removing the input power and battery.
2) Apply input power and plug in the battery.
To program and register the radio logon to https://www.alarmnet360.com, or use a
7720p programmer, or call AlarmNet Technical Support at 800-222-6525:
Select "Technical Support®(Option #1) followed by "Alarmnet GSM Device
Activation/Registration” (Option #1) or for Lynx Touch, use the touch screen "program
radio” screen.
Monday-Friday 8:00amET to 10:00pmET, and Saturdays 9:00amET — 5:30pmET.
IT device is already programmed, registration can be completed as follows:

* Triple clicking the tamper switch on the device.

* Using a 7720P programmer, press the SHIFT key then the UP ARROW key.

* For Lynx Touch, use the touch screen registration command.
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DEVICES » Substitution PIN Generation (central station)

This tool enables you to generate a substitution PIN for communication devices when replacement is required. It provides
an easy method to transfer the old device City, CS, and Subscriber number to the new device.

Read the on-screen instructions, then fill in the fields.

Substitution Pin Generation

Primary City-C5-5ub Primary City-CS-Sub

Is Dual Reporting?

Get PIN

Upon completion, click Get PIN.

ACCOUNTS » View Accounts (central station)

This tool enables you to view accounts. Fill in the Start Range and End Range fields. You can further filter the search
by using the Select Services and Select Registration Status check boxes.

Note there are security restrictions on what accounts a user can view. These restrictions are as follows:

SuperUser, or Manager — Has access to all the accounts for their company at all branch locations.

Branch Manager, or Branch User — Has access only to those accounts the user has been authorized to view.

toneywell | Alarmiet Q  renmssmyenaayna renepwen =1=
= Accounts View Accounts = Communication Failures = Account Generation = Account Cancellation =~ Manage TG 2.0 Accounts
-~
§9-05 Honeywell International, Inc v |[& Start Range End Range Lo Search @  Clear
Select Services Select Registration Status
E] Unassigned @ Alarmnet A @ Alarmnet | E] New {Z] Partially Cancelled {Z] Full Cancelled
[v] videosuas | Adive [+] vieeosvs

Check All and Toggle

- buttons. —5- -

snnsnnnmnnnnnns’

City CS Sub* MAC * Service ~ Reqistration Status =

1 89 05 0000 Sswssmearilll  Alarmnet | Active since 2003-05-29 13:23:23 GMT

2 89 05 0001 N/A Video Svcs Video Sves since 2013-09-13 15:22:44 GMT

3 89 05 0010 woeSememms.  Alarmnet | Active since 2013-09-23 20:58:00 GMT —
489 05 0015 SUGTME  Alarmnst | Active since 2008-0213 16:24:53 G o0 I B OV
] 89 05 0016 N/A Video Svcs Video Sves since 2013-03-16 06:34:14 GMT

6 69 05 0017 N/A Video Svcs Video Sves since 2010-05-13 19:33:41 GMT

7 89 05 0080 N/A Video Sves Video Sves since 2011-05-25 11:53:46 GMT

8 89 05 0081 N/A Video Sves Video Sves since 2010-05-27 14:30:18 GMT

9 89 05 0082 N/A Video Sves Video Sves since 2011-04-12 12:13:16 GMT

10 89 05 D0OE wSIRINRRRERS  Alarminet | Active since 2014-10-14 10:38:34 GMT

1 89 05 0099 MrA Video Sves Video Sves since 2014-08-04 14:42:08 GMT

¢ # Download View 1-100 of 2,34

Upon completion, click Submit. The search results are displayed.

The search results can be further sorted by clicking the Sub, MAC, Service and Registration Status column heads. The
resultant sorted data can also be downloaded as a .csv (comma separated values) file for use by a spreadsheet.

—10 -
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For any particular account,

detailed information can be displayed by double clicking the account’s Sub number. An

account details pop-up window appears.

Account Details

Current Status of Device Subscriber Address Information
City-CS-5ub MAC CRC Mame of the Subscriber DealerD Reference ID
AN | b T -
Address
Davice Type Radic Version Supervision City State Zip Code

TE4Li-GEM 134

F
DAIL

Phane Mumber

Laststatus check-in@ Mextstatus check-in@ LastRegistered Date

2014-12-16 12:08:5L GMT
Subscriber Status Curre
State
Activesince Namm
20130324 04T AL T

+ QOS5 (Status) ¥

Z014-12-17 130851 GMT  2003-03-24 OL4T44 GMT o Edit Subscnber

nt Supervisicn

al

Ping Commands

Register

Q0S
\ Test Alarm

Reset
Software Version Request

oK

Terms. ..

Definition

Start/End Range

Filter the search by specifying a range of values to limit the subscriber numbers in the
results. Enter a Starting Range value or End Range value, or both. Note, the End Range
must be greater than the Starting Range.

Select Services

Filter the search by using the check boxes to select the service type.

Select Registration
Status

Filter the search by using the check boxes to select the account status.
New — Account number is not currently associated with any devices and is ready for use.
Cancelled, service removed (Partial) — The device has been cancelled by the central

station and is no longer connected to the network. A new device may be registered to
this account at any time.

Cancelled, still installed (Full) — The device has been cancelled by the central station but
may still be powered and transmitting. A new device may be registered to this account
after submitting a cancellation as “Removed from Service”, and then confirming that
status has been changed on AlarmNet 360.

Active — The device is actively using the network and may be billed.

Video Svcs — All the account number appearing (in the color black) indicates it is a video
service account.

- 11 -
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Terms . .. Definition

Account Details pop- | Double clicking the account’s Sub number causes a details pop-up window to appear.

up window e The pop-up window will close after 5 minutes. If the pop-up is refreshed or any work is
done in the pop-up window, it will reset the time to close back to 5 minutes.

o |f the browser window is closed without logging out, ensure all pop-up windows are
closed to log off the session. If no action is taken the pop-ups will close after 5 minutes.

e Closing the browser may not always log the user off the session. The user should
always explicitly log out and not just close the browser window.

Pop-Up Window for; “A” type service

No information will be transferred if the user navigates to another page.

Pop-up Window for; I, or Video Svcs

If the user navigates to Device Status, Progammerless Registration, or Substitution Pin
Generation, the information will be filled out with the selected account information derived
from clicking Details or the last pop-up the user was working with for I, or Video Svcs
service only.

If the user clicked on Details and navigates to another page and then returns back to the
View Accounts web page, all search criteria will be remembered on the View Accounts page,
if the user continues working with the same account during the entire process.

If the user starts off in Device Status, Progammerless Registration, Substitution Pin
Generation, or Outages, select a valid account to work with, then navigates to View
Accounts. Search criteria for the account will be set up automatically.

AlarmNet Service Types

The information below lists the Communication Device along with the applicable AlarmNet service type.

AlarmNet — A AlarmNet — |
7720 series (1 way) GSMV, IGSMV, GSMV4G, IGSMV4G
7820 series (1 way) GSMV-EX
7920 series (2 way) GSMHS, IGSMHS, IGSMHS4G
GSMX, GSMX4G
GSMCF, IGSMCF
IGSMCFP4G
IPGSM-COM, IPGSM-DP, and IPGSM-DPC series
IPGSM-4G

ILP5, GSMVLP, GSMVLP5, GSMVLP4G, GSMVLP54G
7845GSM, 7845i-GSM, and 7845i-ent series

7847i

7810PC

8132i (Symphony)

Note: Information above also applies to the Canadian product equivalents.
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ACCOUNTS » Communication Failures (central station)
This tool enables you to view which devices are experiencing communication failures.

() Pashmisschyanarayana

Honeywell | Alarmiet *

T IeEl View Accounts | Communication Failures | Account Generation  Account Cancellation | Manage TC 2.0 Accounts
-
City ~ cs Sub MAC Comm. Fail since (GMT) ~

189 05 0128 GAROBER R 2014-12-13 061801 -~
2 89 05 2404 TR B 2014-12-13 052607

3 89 05 0224 e 2014-12-11 19:46:10

4 89 05 0203 oGt 2014-12-10 22:28:10

5 89 05 0324 L g 2014-12-08 13:08:50

6 89 05 0323 SERAGHARG 2014-12-06 21°45:19

7 89 05 2380 L] 2014-12-06 14-25:27

8 89 05 0408 ARGEOANOOSE 2014-12-03 15:24:27

9 89 05 2008 ARG 2014-11-29 19:10:56

10 89 05 2555 i 2014-11-26 11:16:15

89 05 2567 SPNaaE 2014-11-23 16:61:03

1289 05 2375 SRRORELETN 2014-11-22 02:42:36

13 89 05 2369 W 2014-11-15 18:16:42

1489 05 2u7 P i Y 2014-11-15 07:14:03

15 89 05 1211 A, 20141112 21:05:14

16 89 05 2360 SR 2014-11-07 04-26-38

1789 05 2362 L 2014-11-05 19-38-34

18 89 05 2367 L 2014-11-04 162108

19 89 05 0010 SRR i 2014-11-02 211325

20 89 05 2024 DRI 2014-10-22 09-04-43

21 89 05 2370 SRRAEDIONY 2014-10-20 20-26-05

22 39 05 2365 Lo 2014-10-16 17:29:06 .
o - — SO Anaa 4n o an inan =

@ & Download View 1-490f 48 &

Make your selections from the drop-down field. Upon completion, click Search. A listing of all communication devices
that experienced failures will be listed.

For any particular account, detailed information can be displayed by clicking the account’s Sub number. A device
information details pop-up window appears.

Device Information

Current Status of Device Subscriber Address Information
City-C5-5ub MALC CRC Mame of the Subscriber DealerID Reference 1D
} WP | 2bzs
Address
Device Type Radic Versicn Supervision City State Zip Code

wnx Touch-WiFi EZd MONTHLY
Lynx Touch-\W 5 HONTHL

Phone Humbar

2 Edit Subscriber

Last status check-in{® Mextstatus check-in{® LastRegistered Date

AIA-11-12 2271 i s G y,

2012-05-03 142753 G N

Subscriber Status Current Supervisicn
State

Activezines .

20120509 142753 GUT -Plng Commands
QOS

QOS (Status) Test Alarm

Test Alarm (Ethernet)
Test Alarm (Cell)
Register
Reset

Software Version Request
Ok

—14 —
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ACCOUNTS » Account Generation (central station)
This tool enables you to generate a new Subscriber account or range of subscriber accounts for distribution to a dealer.

Request for Subscriber Account Numbers

Alarmbet-A request requirss five (5] business day:
of sccoun

Select CitylD-CS v
City:

City:
Central Station:

Central Station:

Enter Subscriber Account Numbers:
(®) Assign a Range of Numbers {maximum of 100 requests for AlarmNet & or 1000 requests for AlarmNet | (GSM/M allowed per transaction}.

Assign a Individual Number

Start Range:

Start Range:

End Range:

End Range:

Submit Request

Enter the data as required. Upon completion, click Submit Request. The request is sent to AlarmNet; when approved
the new account numbers will appear for the central station.

The information below lists the Communication Device along with the applicable AlarmNet service type.

AlarmNet — |
GSMV, IGSMV, GSMV4G, IGSMV4G
GSMV-EX

GSMHS, IGSMHS, IGSMHS4G

GSMX, GSMX4G

GSMCF, IGSMCF

IGSMCFP4G

IPGSM-COM, IPGSM-DP, and IPGSM-DPC series
IPGSM-4G

ILP5, GSMVLP, GSMVLP5, GSMVLP4G, GSMVLP54G
7845GSM, 7845i-GSM, and 7845i-ent series

7847i

7810PC

8132i (Symphony)

Note: Information above also applies to the Canadian product equivalents.

— 16 —
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ACCOUNTS » Account Cancellation (central station)

This tool enables you to cancel Subscriber accounts. When selected, the Account Cancellation form appears, allowing you
to cancel one account or multiple accounts using a batch file.

View Accounts | Communication Failures =~ AccountGeneration = AccountCancellation =~ Manage TC2.0 Accounts
Y

Submit Individual Cancellation Request

(AlarmNet-A request requires five (5] business days).
Enter account to cancel:
City:
City:
Central Station:

Central Station:

Subscriber:
Subscriber:
Transmitter is Removed from the premises and is ne lenger transmitting, {Alarmnet Partial Canesl)
ing the squipment.

rmivetwill illing of ths subsc b
ase confirm that the requested cancellztion was executed by looking stthe subscriber status, othenwise the reactivated sccount may be cancelled

(@) Transmitter is Still Installed and may still be transmitting, {Alarmnet Full Cancel) After using all rezsonable efforts, if the central station isunzble removed or di: he equi should be removed from service nonetheless.
Azt
szble the rensmitter 5o that it no longer ransmits. The centrel o any costs associsted with rei the subscriber f i s possible.

< This subscriber sccount 1D may NOT b reused without first notifyi
+ The central stetion acknowled ges thet Alrmhet, st ts aption, ma;

Submit Cancellation

To proceed, you must enter the required details and then click Submit Cancellation.

Submit Batch File for Multiple Cancellation Requests

{AlarmMet-A request requires five () business days].

Choose File |No file chosen
Submit Cancellation The Format of the Batch File Has Changed. Click Here For The New Format

1. Enter the information for the account to be cancelled.
2. Read each cancellation option and choose the appropriate option.

3. Click Submit Cancellation. The request is sent to AlarmNet, and billing is stopped. All of the associated data will
be deleted and the SIM card will be deactivated after 30 minutes.

4. For multiple cancellations, submit the accounts as a batch file. Click Browse, and navigate to your batch file.

5. Click Submit Cancellation. The request is sent to AlarmNet, and billing is stopped.

For information on creating batch files see the next topic.

—17 -
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Creating Batch Files for Multiple Account Cancellations

1. Create the batch file by using either a spreadsheet or text editor such as “Notepad” to create the batch file.
For a spreadsheet, use the following format.

63 | 10 1234
63 | 10 1235
63 | 10 1236
63 | 10 1237

City — Type of cancellation, use:
CSID P = for transmitters removed from service.
(partial cancel)
Subscriber #

F = for transmitters that are still installed.
(full cancel)

m | T | O | O

For Notepad, separate the numbers by a comma and do not use spaces.

=

File Edit Format Wiew Help

63,10,1231,F =
63,10,1234,F
63,10,1235,F
63,10,1236,P
63,10,1237,P
63,10,1238,P
63,10,1239,F
63,10,1230,F
63,10,1233,F =

2. If using a spreadsheet save the file as a .CSV file, or if using Notepad save the file as a .TXT file. The file name must
be unique for each submission. If you create more than one file, increment the file number. Use the following file
naming convention.

COMPANYNAME_ME_2011-09-08_00001
COMPANYNAME_ME_2011-09-08_00002
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ACCOUNTS » Coverage Maps (central station and dealer)
This tool enables you to display coverage maps for AlarmNet A, and G networks. Various search criteria are available.

Choose the search criteria and click Submit Request, or click the area for a particular network. The resulting map can
be zoomed in by clicking the desired area.

AlarmNet Coverage Maps

Click to returnto "
| Net360 Alarmbet- A Nebwork AlarmNet-G Network
Alarmie ’ . Chick bafaw links o wiew COvErags on provider’s sfes:

tates

Uniped Staje
City 05 (GEM Dugitad Coverage Mag)

:' T HE
[G5H Dagital Covarage Mao)

Mew York Tr-Shaie Ares Network City 0L

MY COMPANY » My Profile (central station and dealer)
This tool enables you to edit your profile.

= MyCompany Company Information = DealerServicesConfig. = ManageUsers = WebUsage = MyHistory | My Profile
J 3 iy

Account Information

Username Phone Number Phone Number

Password s Fax Number Fax Number

Repeat Password s Beeper Number Beeper Number

Email Address eugene.wagner@honeywell.com Mobile Number Mobile Number

Repeat Email Address eugene.wagner@honeywell.com Email Address for Mobile Device | Email Address for Mobile Device
First Name QACS Last . b3

This field will appear for

LestNome oot / Central Stations only.

Language Preference English

(Setting is used forthe Billing website)

Edit your profile and click Update.

MY COMPANY P Manage Users (central station and dealer)
This tool enables you to add users, assign features to users, and edit their profiles.
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User Authority Levels

There are five user authority levels in AlarmNet, and each can be
given different features they can invoke. The different authority
levels follow the security restrictions below:

1. If a higher level attempts to edit a lower level, where the
lower level profile has features enabled that the higher-level
profile does not have, editing is prevented. This prevents a
person from gaining access to features that have not been
assigned to that person.

2. If a Branch Manager attempts to edit a Branch User, where
the Branch User has authorization to accounts the Branch
Manager does not have, editing is prevented. This prevents a
Branch Manager from getting authorization to accounts that
have not been assigned to the Branch Manager.

3. A higher level can only assign features that they possess.

The chart below provides detailed information for each authority level.

SuperUser

1. Has authority to “Create, Disable and Modify” others at the Same or Lower Levels: SuperUser,
Master, Branch Manager, and Branch User.

Only other SuperUsers can “Create, Disable and Modify” another SuperUser.
Has account authorization for the entire company, covering all branches.
Can assign account authorizations for Branch Manager and Branch User.

o1 s Oy

Features that can be turned on for same/lower levels, only if they have been enabled for you.

e Account Cancellation — Cancellation Feature

e Account Generation — Generation Feature

e Device Status Info and Ping Commands

¢ Device Status Info

e Enable: Daily Supervision Rate (for Device Status and Programmerless Registration)

e Enable: Monthly Supervision Rate (for Device Status and Programmerless Registration)

e Manage Users — Create, Disable and Modify” (not available to be assigned for Branch User)
e Programmerless Registration

e Substitution Pin Generation

e View Accounts

e View/Download Reports

\ g

Master
1. Has authority to “Create, Disable and Modify” others at Lower Levels: Branch Manager, Branch
User.
2. Has account authorization for the entire company, covering all branches.
3. Can assign account authorizations for Branch Manager and Branch User.
4. Features that can be turned on for same/lower levels, features can be assigned by you only if
they have been enabled for you.
e Account Cancellation — Cancellation Feature
e Account Generation — Generation Feature
e Device Status Info and Ping Commands
e Device Status Info
e Enable: Daily Supervision Rate (for Device Status and Programmerless Registration)



Adding a user

Contents

e Enable: Monthly Supervision Rate (for Device Status and Programmerless Registration)

e Manage Users - “Create, Disable and Modify” (not available to be assigned for Branch User)
e Programmerless Registration

e Substitution Pin Generation

e View Accounts

e View/Download Reports

\ g

Branch Manager

1.
2.
3.

Has authority to “Create, Disable and Modify” others at Lower Levels: Branch User.
Have account authorizations that are assigned by Higher Levels: SuperUser and Master.

Can assign account authorizations for Branch User, but only those accounts that have been
authorized for you.

Features that can be turned on for same/lower levels, features can be assigned by you only if
they have been enabled for you.

e Account Cancellation — Cancellation Feature

e Account Generation — Generation Feature

e Device Status Info and Ping Commands

e Device Status Info

e Enable: Daily Supervision Rate (for Device Status and Programmerless Registration)

e Enable: Monthly Supervision Rate (for Device Status and Programmerless Registration)

e Manage Users - “Create, Disable and Modify” (not available to be assigned for Branch User)
e Programmerless Registration

e Substitution Pin Generation

e View Accounts

e View/Download Reports

\ g

Branch User

1.

1.

Have account authorizations that were assigned by Higher Levels: SuperUser, Master and
Branch Manager.

Features that are available for the Branch User are as follows:

e Account Cancellation — Cancellation Feature

e Account Generation — Generation Feature

e Device Status Info and Ping Commands

e Device Status Info

e Enable: Daily Supervision Rate (for Device Status and Programmerless Registration)

e Enable: Monthly Supervision Rate (for Device Status and Programmerless Registration)
e Programmerless Registration

e Substitution Pin Generation

e View Accounts

e View/Download Reports

Use the drop-down field to select the business location.
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[N PININ Cocopany Information  Doalor Sorvices Config. Manage Users  Dpales Search Wb Usage

amaa
. ",

e Engineenng India-17731 . R .

o .

2 g

Userhame Ful Nome * Autnorty Modified (GMT) Enabled Remots Serv Comtact Va o
REETTTL L

2. Click Add User. An information form appears.

Honeywell | Alarmiiet * Qe P

Business Location

Mehie- 17146 (Dealer) ] Phone Number

nemama Fax Number
Password Baapar Number
Repeat Password Mobile Numbar
Email Address

Repeat Email Address
First Hame e

Last Name michae|

3. Fill in all the fields and click Submit. A confirmation message appears, click OK.
4. You are brought to the Edit User window that enables you to assign privileges, etc.
Proceed to the next topic.

Editing a user

You can edit a user by simply clicking on the user which brings up the Edit User window. Note, that when adding a new
user you are also brought to the Edit User window below.

Rl sERl Company information  DealerServicesConfi. | ManageUsers | WebUsage  MyHistory | My Profile

-

Honeywell International, Inc., Quality Engineering / Product A ¥ Search User -

[ include Disabled Users

Click to edit

a user. User Name Full Name Authority Modified LGMTJ Enabled Remote Serv Contact
ARE SR ERE S EEEEEsEEEEEE s E R SRR AN EEEEEEEEEEEEEEEEEEERdEEAAEhEssEEEEEsEEEEsssRRENERARENsEEEEEssEEEEEEEEE
=1 QACSBranchUs 01, QACSBr: T 2015-02-18 14:49:01 True No
= ihvin et e Bemod Blmg" " """ " "ttt Bandn Der T Bl 2 - el True Mo
3 BillHall1 Hallbert, Bill Branch User 2012-10-15 08:32:11 True No

Since the Edit User window is long, it will be presented in parts.
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Account Information

Company information | Dealer Services Config. | Manage Users

WebUsage | MyHistory | MyProfile

Username
Password

Repest Password
Email Address
Repeat Email Addrass
Business Location

First Hame

Check to LastName
disable the Language Praference
user.

Login

QACSEranchUserdl

eugene.wagner@haneywell.com

cugene.wagner@honeywell.com

Phone Humber

FaxNumber

Baapar Humber

Mobile Number

Email Address for Mobile Device

Honeywell International, Inc.,

QACSBranchUser

01

English

g g/ Product ) E Date

Email Contact

v

(Setting iz used for the Billingwebsi

Phone Number

FaxNumber

Beepar Numbr

Mobile Humber

Mobile Device

Email Address f
2015-02-1B 14:49:01
O

Ifchecked, user will be emailed bling of devices for

dealers<brs This option is for Central Station users anly}

This field will appear for
Central Stations only.

X

) brableiosn

1. Edit the user by first assigning an Authority Level.

2.

Assign Features for the user.

Features

Features that may be assigned:

uann N NN NN AR E SRR AR EREEREEREEEERREREEREERd
Priv-5IM: 5im Queus Metrics Atcess

illCust: Account Centar Access
illCust: Preferences - Edit

illCust: Prefarences - View

"
% Billcust: View Invoices &Pricing
N s s NN NN RN AN AN AR AR AR NN AN EERERERERREREREEEE

IMPORTANT — Only those features that
you are authorized to assign will appear.

See the list of these features at the end

of this topic.

3.

In the left pane select the desired features, then use the arrow buttons to transfer them to the right pane.

Select City and Central Station

Features that have been assigned:

*Priv-YN: Reboot panel

*Friv-VN: Replace Security Panel
"Priv-VH: Report

*Priv-VN: Schedule Firmware upgrades
*Priv-VN: Troubleshoot

*Friv-VN: Vigw Account

v Firmware Info

we Jobs
*Priv-VN: View Templates

BNN: drenunt Fancallstinn.Cancsl Antinn

Location

¥ Authorize CitylD-CSID
7 5] 2701
8 =) 8702
9 5] 2702
10 =) 87-D4
" 5] a7-08
12 =) 83-F3
13 ] 89-04
12 = 29.50
15 5] 29-84

4. Assign which Locations to enable for the user.

5.
6.

Click Update.

Click Exit to Manage Users page.
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Honeywell International,
Honeywell International,
Honeywell International,
Honeywell International,

Honeywell International,

Honeywell International

Honeywell International,
Honeywell Internatienal,

Honeywell International,

Inc., Phil Carollo Qualtty Engineering ISDN 300plus dialer test
Inc., Phil Carollo Quality Engineering ISDN 800plus dialer test
Inc., Phil Carollo Qualtty Engineering ISDN 300plus dialer test
Inc., Phil Carollo Quality Engineering ISDN 800plus dialer test
Inc., Phil Carollo Qualty Engineering ISDN 800plus dialer test

,Inc., Dept 17361424 [ Tetyana Vanderborgh x 2360

Inc., Dept 17361442/ Phil Carollo x 2355
Inc., Dept 17381442 / Phil Carollo x 2355 / QA LAB Chris Martin/2337
Inc., Dept 17361442/ Phil Carollo x 2355/ QA Lab Chris Martin x 2337




Contents

MY COMPANY » Dealer Services Config (central station)

Note that, by default “Dealer Services Config” is turned ON for all SuperUsers. This tool enables central stations to
authorize certain Dealers to have Remote Services and Video Services.

Video Services Only — If the dealer does not have GSM or Internet comm devices registered with their Central Station
ID, initial access must be granted by AlarmNet. Please call 1-800-222-6525 option 1 then press #.

Tomeywedl | Alarmbiet * a

= Compamy Information  Dealer Sorvices Confiy.  Manage Users  Daaler Samch  YWeb Usage

\ Mk 1 the deaer ha e G54 ar initrn praducts registered with their Central Station 10, inted acoess st be prasted by Alarmiet, Plesse call 1-405-222 8838 aption 1 fhen preas .
a D er De It
:

.
Dealers for §3-05 = Remote & Vidso WeDb SKInning =

Honeywed Sophia-Antpols. NY- 10939

Hengyuwed | SR ARLC - Mewibe, NY- 16613

The Remote Video button will select all of the check
boxes for the dealers.

The Web Design button is reserved for future use.

The Download button creates an excel spreadsheet
of the dealer data.

e Use the top drop-down menu to select the Central Station. When selected, the Dealers associated with that central
station appear in a table.

e Using the Default option boxes, you can set the default authorizations for all new Dealers associated with the selected
Central Station.

¢ In the two column heads you can select what options to apply to specific dealers.
e Upon completion, click Update.
e Use the Download button to download information for all dealers associated with the selected City/Central Station. The

information will be a .csv (comma separated values) file for use by a spreadsheet.

In the example spreadsheet below, all the dealers associated with the City/Central Station and their device base
(with account history) are broken down by Account, Supervision Rate, MAC Number, Product Type, Service Levels, etc.
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£ Dealers_for_S9-0C_ 2000 S| 1 sy = =01 x|
e [ 23 s[RI .« FEel [ | I eI I ] [T ] IO B |

1 | CitylD CSID SublD Superasiol Deice 10 Dewce Mame  Rerncte Senice Service Leve| Semice Level Irvoice | Sersce Level Descrplion Dealer Nar Street =
20199 ec 9904 30 days THASGEMT  Authorized Mo Remale Servces Mo Remate Svos Mo Remote Serices HOME'"WI 5315
3199 et 9905 24 hours SEEMT  Agthorized Mo Remaote Senices Mo Remote Sws Ma Ramote Serices HOME W1 3315
4198 ec 9996 2 hours TEASGSMT | Authorized Mo Reradte Servces Mo Remote Svos o Remote Servces HOMEY'WI 5315

‘_j qq oL 907 24 howrs - TEAAGEMT Aythorized Mo Remole Serices Mo Remole Secs Mo Remaote Servces HOME YW 9315

B 98 ec G900 30 days  EAONRONIE ToasCoMT  Authorized Mo Remate Ssmces Mo Remote Swes Mo Remote Serdces  SECURITY 9315
A9 e 3900 30 days A A SENT Authorized Mo Remate Services Mo Remote Swcs Mo Ramaote Seracas HOME YW1 9315

B8

2|

o]

MY COMPANY b My History (central station and dealer)

This tool displays a history of access sessions, and actions taken by all of the users. You can filter the results using the

various drop-down filters.

= MyCompany

Company Information = DealerServicesConfig. ManageUsers WebUsage MyHistory  MyProfile
-

N B NN NN NN N N RN RN NN RN NN RN NN NN RN NN NN N N RN NN N N R AN A NN NN NN AN RN AN ENEENAEREREEGEEREEEEEEEREEE,
.

Person: 0001, QACS (id#38075)

v

E Show history for past 24 hours v Quality Engineering / Product Assurance v All Actions v i
B N e o A A A A R A A A A A A AR AR A A A A KRR AR AR A A AN E R R R AR AR AR AAEEEEENERRRRRERRRRREEEEEEED m
All Actions history for past 24 hours for 0001, QACS (id#28075) at Quality Engineering / Product Assurance
Time (GMT) Action User City s Sub MAC P

1 2015-03-11 06:17:14 Logged In - AND 0001, QACS 103.232.224 249
2 2015-03-10 20:13:10 Logged Out 0001, QACS 199.61.25 252
3 2015-03-10 20:13:10 LU 0001. QACS 199.61.25 252
4 2015-03-10 20:04:19 GSKTPIRg. Registration 0001. QACS 89 BA 5004 00002D260009 199.61.25 254
5 2015-03-10 20:03:07 Logged In - AND 0001. QACS 199.61.25.254
6 2015-03-10 20:02:54 Viewed Motification 0001. QACS 199.61.25 254
7 2015-03-10 18:54:15 Logged In - AND 0001. QACS 199.61.25.254
8 2015-03-10 16:46:45 Add TC2 IPVideoCamera 0001. QACS k] BA 2553 199.61.25 252
9 2015-03-10 18:48:27 Delete TC2 Camera 0001. QACS 89 8a 2551 199.61.25.252
10 2015-03-10 18:47:50 Logged In - AND 0001, QACS 199.61.25.252
11 2015-03-10 18:44:57 Logged In - AND 0001, QACS 199.61.25 254
12 2015-03-10 18:12:42 Add TC2 IPVideoCamera 0001. QACS 89 da 2551 199.61.25 252
13 2015-03-10 18:12:42 Add TC2 IPVideoCamera 0001. QACS 89 8a 2551 199.61.25 252
14 2015-03-10 18:12:19 Delete TC2 Camera 0001. QACS 89 da 2551 199.61.25.252
156 2015-03-10 17:41:29 Logged Out 0001. QACS 103.232.224 249
16 2015-03-10 17:41:24 Cancellation: Completed 0001. QACS 89 BA 9188 103.232.224.249
17 2015-03-10 17:40:01 Logged In - AND 0001, QACS 103.232.224 249
18 2015-03-10 17:25:41 Logged In - AND 0001, QACS 199.61.25 252
19 2015-03-10 17:16:32 Status Retrieved 0001. QACS 89 8A 1274 00D02D4310ES 199.61.25 252
20 2015-03-10 17:16:31 199.61.25 252

Status Requested 0001, QACS 89 BA 1274

Information can further be sorted by clicking the Time, Action, User, City, and MAC column heads. The resultant sorted

history data can be downloaded.

MY COMPANY » Web Usage (central station)

This tool can display usage of the AlarmNet 360 website by users for all actions, at all companies. The depth of data
displayed will vary according to your hierarchy. It provides a historical record of all access sessions and their actions.

Use the drop-down menus to filter the results.
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loneywell | Alarmdiot * o

= wyCompany
[LCEECLLLTn
2 Show usage for past 24 hours . A Ations o
‘Show prouping by user ¥ Al Companies e
EEsssEEEssEEEEssEEEEssEEEEEEEEEEEEEEEEEEs EEsEEEEESEEEEESEEEEESSEEEESSEEEESSEEEESEEEEESEEEEESEEEEEEEEEE
Company Lacation

1 TOTAL R R =
2 Subtosal - . 1348 Account Linked o Mac L)
3 subtotal - = 8 Gancaliation: Click Agresmant

4 Subtowal - . 938 Cancaliation: Compléted

5 Subtotal - - 2 Canceliation: Rejected

£ subtotal - * 181 Cancellation: Rejected - ACCOURL NOT AcUVe

7 Subtotal - . 13 Company Inta Updated

8 Subtotal - . 402 Connect to End-User Accaunt

5 subtotal = 4 2 Contact People Edited

10 Subtotal - . ‘978 Dealer Authorized for Remote Services

" Subtotal - - ‘878 Dealer Authorized for Web Design

12 Swbtotal - + 374 Deaier Biocked for Remote Services

13 Subtotal - - 376 Dealer Glocked for Web Design

1 Subtotal - - 7 Dealer Created

1% subtotal - - 3 Detault-New Dealer Authorization for Web Design

16 Subtotal - H 12 End User Updated

1T Subtotal - . 795 Generation: Completed

18 Subtotal - - 1022 Generation: Rejected - Account already exist

19 Subtotal - - 42654 Get Device/Sim Status on Web Service

20 Subtetal - - 3189 GSM Account Deleted by User

21 subtetal - . 2838 GSM Account Modified

22 subtotal - . 23411 GSM Account Spen

230 subtonal . . 10 G5M Device Drmoned =

e 1 100 01 11840
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MY COMPANY » Company Information (central station super users, and dealer managers)

This tool enables you to manage Company Information and email lists to inform your staff of important information and
notifications. Typical information includes:

e company information ¢ network outages

e address information e excess message usage

¢ billing e new products and specials

o weekly reports ¢ end user Sale/Service Requests (These notifications are generated by LYNX

Touch L5100 end users to request either service or sales to contact them.)

Managing Company Information and Staff Notifications

Homeywel | Alarmbict * e S .- B

s Dusler Seraces Coniy  Manisge Users  Dedier Serch  Web Usage

e ; =
Address1 2 Corporate Center Drve Phone Number 1 (B00) 845-7550
. . . . Address2 Sutle 100 Phone Number 2
1. This is the information your . - S
staff members will see. Edit o - . e
the fields as desired. .
2. Click Save. Poval Gods
L Save o Resel
e ‘

3. Search for the staff member
you want to notify, or pick
from the list below.

B | Select Hotifcabion . m
Login Kame Emait 5"":“" Enabie: Phone Numaer

1 amshay123 dishay adhanGioneyinet com ) Yes
2 venkata123d wenkataprakash ankireddy@noneywel com & Yes
3 Agmalh, Raviumar ravikumanr 23 ravkumar aswath@noneywes com ” Yes
4 Baakrishnan, Shakusmar Swa1234 Swvakumar Balairishnanghonsywel com - Yes

4. If necessary you can update 5  Bener, BoekKumar Bita25 1 Bibexkumar benera@Honeywed com o Yes  (B05) 0745435
" A 4 N & aineshetd dinesh c@honeywel com ) Yes
their contact information. 7 dnesio? _ deeshcftoneyeetcom & Yes
8 Balagipgt | Snehad ) balap verkataramanZnoneywel com @ Yes
. H L] ntsgates Dalap venkataramang@noneywel com - Yes
Note: When the email address b e i . -
11 - Yes

Dhvyaponcy, R wndeveiopeesT Dhvyaponcy Rghoneywel com

is changed, a validation email is
sent to the new address along
with a link that must be clicked
to complete the validation.

@ P Shw A UNA (B Shew Adtiol UNST WIS REBRCSEAN KasgARE Vaw 1T et

The Email Validation icon will
change to an envelop, and back /
again once validation is
complete.

5. Choose the desired notifica-
tions for the staff member.

6. Click Save.

Phone Musber

Erait Address sy sy

~ sutacribe auficaion Mame
Uppes Maragment ©
st Cutage ROBCRCES i el @
Hew Frodus/Sane in

~

Note: The ability to manage this information can be
assigned to other users. Go to My Company > Manage 7 —
Users. Select the user and enable the “AND: Company
Information” feature to their profile.
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DEVICES » Device Programming » Program/Replace (central station and dealer)

This tool enables you to search for all programmed devices by account number, or for a specific device by
MAC number.

-
L Program/Replace Take Ownership

e _

-

- f

Select City-CS. v 89-d3 i

Account # MAC Device Type Services (1) Transferred Date (ET) Actions

85-02-0011 W . CSMVLP B & 10/1/2014 7:40:00 FM Device Status v|(>
- Total Connect Setup

89-D3-0012 L 1GSMV4G g8 & 17142018 10:40:00 AM Edit (>
Device Status

89-D3-0014 T vy COMAK B 4« 2/20/2015 1:47:00 PM Send Data (>
Get Data

89-D3-0015 PO ILPS B &8 4« 1/7/2015 2:20:00 PM Register (>
Send Test Alarm

89-03-0018 AR GSMVLPE-4G SE=N0] & 3EI2015 11:12:00 AM Software Version Request (>
Reset

83-D3-0018 AEIRRRTE TB45I-GSM g & 12/5/2014 12:42:00 PM Qos (

so@ Edit Service Level ’
. = . 2 Edit Subscriber r
88030020 s T84TI ® 8 @ BIAT20T4 44200 PM Get Substitution PIN ’
- Delete Programming

88-D2-0021 RN Vists21/P-512 B8 015 10:55:00 AM ? oR (>

89-02-0022 P e TB4EGSMR B8 + 12/15/2008 3:52:00 PM Edit v

89030023 T 7B4TI-L B8 # 6192012 £:12:00 PM Egit v (!

89-03-0024 AR TB4EGSMR 5] Edit Y

89-D3-0025 e Vists21/P-512 B Totsl Connect Setup v(»

89-03-0028 AR GSML B8 Edit YL

0 Depending on the device, other .¢.. This button opens a Program New Device

wizard.
Please see the “Device Programming”

choices may appear.

Example TC2 device
drop-down menu.

Manage TC 2.0 Accounts ¥

Manage TC 2.0 Accounts

Edit

Device Status

Send Data

Get Data

Register

Send Test Alarm
Software Version Request
Reset

Qos

Edit Service Level
Edit Subscriber

Get Substitution PIM
Delete Programming

CAF L
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Use the Select a City-CS drop-down menu or the City-CS-Sub field to set the
search criteria, then click Search.

You can view details on a particular device by clicking the corresponding Acct #.

Or you may edit the device by using the Actions drop-down menu, selecting the
action and clicking GO. After a change is made a confirmation message will
appear, click OK to acknowledge.

Editing the Account

There is an extensive set of account configuration options that can be chosen by editing the account. From the Actions
drop-down menu, select Edit, and click GO.

The details in each category can be viewed/edited by clicking the icon or link.

Save your changes by clicking Finish.

Click any category icon to view and edit the options.

A screen will appear explaining the category and
allowing you to choose configuration options.

TotalConnect with Alarm Reporting Summary RICE A

Account Details 4 Lynx Panel Version

Primary City 1D: [#% United States of America Lynx Panel Wersion: 5100
Primary CS ID; %

Primary Subscriber: s
Primary MAC: 00D0200 BEl ! TotalConnect 2.0 TC 2.0 Account Name: TAC Demo
WiFi MAC: 00D02DE "8

TotalConnect - TotalConnect 2.0 Account Information

TC 2.0 Master Username: mel 258

Supervision 8 | TC 2.0 Location: L5100 WiFi and GSM
0000207 1A

Enable Advanced Pretection Logic

Enable 2-Way Voice

Information Services @ Total Connect Premium

Information Enhanced ) e
Automation Service Plan

Advertizsing Services

SIM Notification Email Address Automation Sves

Advertizing Services

{Optional - Only for devices which have a SIM)

Manage WiFi

Program Advanced Features

Motification will be sent to
Ty s honeywell.com Click here to Remove/Replace WiFi

Click here to Program Advanced Features
Additienal notification by: | Email Message E‘

Previous Finish Print Cancel

/

IMPORTANT: When editing the Program Advanced Features
category, ensure you go back to the “Actions” column drop-down
menu and perform a Send Data command.
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Adding IP Video Devices (TC1 ready)

This procedure is for adding IP video devices that are used with “TC1 ready” Internet, GSM or combination 1/GSM
communication devices. To add IP video devices for TC2 ready communication devices, refer to the “Manage TC2
Accounts’ topic.

Honeywell offers an array of IP based video devices such as the iPCAM-WI, iPCAM-PT, ACU Converter, etc., to add, delete,
or edit the names of these devices you need the MAC number for the device. Refer to the installation guide if you need
help in locating this number. Then perform the following steps:

1. Search for the GSM/I device as explained previously.

— Device Programming | Device Status = Device History ~ Substitution PIN Generation
-

86-5D Dept 1734501600E ¥ O 865D (s - Program/Replace
e

Account# MAC Device Type Services j Transferred Date (ET) Actions

86-50-9990 ARERAAD IPGSM-4G 5 # 1/8/2015 11:02:00 AM Edit v|(s

Device Status

Send Data

GetData

Register

Send Test Alarm

Send Test Alarm (Ethernet)
Send Test Alarm (Cell)
Software Version Reguest
Reset

QoS

EditService Level

Edit Subscriber

Get Substitution PIN
Delete Programming

2. From the Actions drop-down menu, select Edit.

Account Number Account Name Action
Y i John Q@ 8280
Location Action
- usa AOETI0
.
Device Name MAC/IMEI Device Type Action
.
Security Panel S Security Panel &

Damala ~f1 P

3. At this window, you can Edit existing video devices to change their name, or Delete the video device.

4. If you want to add a new video device, click the add video device g icon. The Add Device window appears.
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Add Device to USA

Device Name
Device Type IPCamera v

MAC

Save Cancel

Enter the MAC number for the device, and a descriptive name (maximum of 6), then click Save.
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DEVICE PROGRAMMING » Program/ Replace Device(central station and dealer)

This is a wizard base tool that enables you to program a new GSM, i-GSM, or internet only communication device. The
steps included in this tool are specifically tailored to task being accomplished. As you start to enter data, such as the
MAC ID, AlarmNet will recognize the type of device and generate the next appropriate wizard screen.

Have the following information ready:

e Subscriber Account Number.

e MAC ID and CRC - For most communicators these are on the product carton, on the product’s PCB, or can be
obtained using the 7720P Programming Tool.
For TUX series devices, these are on the product carton, on the device back, or can be
obtained by tapping the “tools” icon on the home screen. Then tap the “information” icon
on the next screen.

e A name for the TC2 account.

1. Since this is a wizard based tool, just select the service you want for the

account, and click Next. Follow the screen prompts.
Program New Account x

oTctaI Connect with Alarm Reporting
Ootal Connect Only (Stand Alone Video/GPS)

OA arm Reporting Only

m Cancel

2. If the new account will include Total Connect, about midway through
the wizard a check box appears allowing you to Pre-Configure the TC
2.0 account for the customer.
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Program New Account X

Primary City ID Frimery City ID
Primary CS 1D Primary CS ID
Primary Subscriber Primary Subscriber

Prev.iuus m Ca nce'

This feature enables you to access the account after the wizard completes to configure the TC2 account for the
customer. This is especially useful for accounts that employ advanced devices, and for those customers that do not
have advanced web experience.

On the last wizard screen you will have a choice to immediately manage the TC2 account.

Begin Working with My Account Manage TC 2.0 Account

If you select “Manage TC2 Account” you are directed to the Manage Total Connect 2 Accounts screen, and can start
the process by selecting PRE-CONFIGURE.

Please register the communicator first before using the PRE-CONFIGURE punch icon ~ through, as the
communicator will not sync if it is not registered first.

= | Accounts View Accounts | Communication Failures | Account Generation | Account Cancellation | Manage TC 2.0 Accounts
-

Choose Company- Showing All v
Security Panel MAC v [ = O pre-configured Eieuar:
Account Number Account Name Action
rnssnsanaananng
e Jehn RAAARD
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You are immediately logged into the account and can Pre-Configure it for the customer. After the TC2 account is
configured, log out and you are returned to AlarmNet 360 to enable working with the newly created AlarmNet
account. (The Pre-Configure button will remain active until the account is commissioned then the reverse arrow for
normal punch through appears.)

If you selected “Begin Working with My Account” the wizard process is complete and you will remain in AlarmNet
360. Navigate DEVICES » Device Programming. Then search for the device.

From the Actions column, select Send Data, then click GO. The Actions column has other choices that can be used
to configure the communicator.

After a change is made a confirmation message appears, click OK to acknowledge.

DEVICE PROGRAMMING » Program/Replace Device (central station and dealer)

Instead of deleting the old communication device and starting over by programming a hew comm. device, this tool
enables subscriber information to be retained. The retained subscriber information and remote services (Total Connect)
information is then linked to the new replacement comm. device.

This is a wizard based tool that enables you to replace an existing communication device with a new GSM, i-GSM, or
internet only communication device. The steps included in this tool are specifically tailored to task being accomplished.

Have the following information ready:

Subscriber Account Number.

MAC ID and CRC for the existing device and the replacement device — For most communicators these are on the
product carton, on the product’s PCB, or can be obtained using the 7720P Programming Tool.

For TUX series devices, these are on the product carton, on the device back, or can be [ ——
obtained by tapping the “tools” icon on the home screen. Then tap the “information” icon /"<
on the next screen. Lo
Substitution PIN obtained from AlarmNet (or your Central Station). Alternately you can search for the existing
account, then from the Actions pulldown menu, select Get Substitute PIN.

Since this is a wizard based tool, just select the service you want for the
account, and click Next. Follow the screen prompts.

After the wizard is completed, navigate DEVICES » Device
Programming. Then search for the device.

From the Actions column, select Send Data, then click GO.

After a change is made a confirmation message appears, click OK to
acknowledge.
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Accounts » Manage TC 2.0 Accounts (central station and dealer)

This tool is for managing accounts associated with TC 2.0 ready Internet, GSM or combination I/GSM communication
devices (and associated IP devices) that have been configured for a Total Connect 2 end user account.

Use the search filters on top to find the account. You then can manage the devices that are associated with the account.

= Accounts [ENEERSTTII

prom— v| | concaasions O rrecontpr

Account Number Account Name

3 010000374651 o ChrisColeman CIERal )
mesrsmsasrssnnnnaan

Action

[3# Edit Account

o Add Location

0 Account Enabled

'9 Remove Account and Services

The account number is for (@ Login as customer

Click to expand account. billing reference only. @ Detils

Master Usar Management

Account Number Account Name Action

- 0100-0037-4851 ChrisColeman ST 0

loca, NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN EEEEEEENEEEEEEEEEEEEEEE ‘k"on

+ Location #1

EET=0

When expanded, it
reveals all devices for
the account.

Adding IP Video Devices

To add IP video devices to a TC2 account perform the following:
1. Select the account and click the adjacent + to expand.
2. Select the Location. (Accounts may have multiple locations.)

3. Under Action, click the @ icon to add a device. The Add Device window appears.

Add Device to Location #1

Device Mame

Device Type IPCamera v

MAC

4. Enter a meaningful Device Name, then from the drop-down menu select the IP_ Camera.

5. Enter the MAC number for the device, and click Save.

Device Name MAC/IMEI Device Tvpe Action

IGESMY Security Panel <4
....................................................................................................................................................
g 5ameraZone| IPCamera jz4 .

------------------------------------------------------------------------------------------------------------------------------------------------

6. The device has been added.
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Adding TUX series Automation Devices

Note: You can use TUX only on Vista series panels.

To add TUX devices to a TC2 ready control panel (such as a VISTA 21-iP) perform the following:
1. Select the account and click the adjacent + to expand.
2. Select the Location. (Accounts may have multiple locations.)

3. Under Action, click the @ icon to add a device. The Add Device window appears.

Add Device to Location #1

Device Name TUX

Device Type Automation r
MAC |

CRC

4. Enter a meaningful Device Name, then from the drop-down menu select the Automation.

5. Enter the MAC number and CRC for the device, and click Save.

The device has been added.
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Deleting a TC2 Account or Location

There are a few options for deleting a user or associated devices. First find the account using the Search Field and Search
Text as appropriate. In the example below we used the City-CS-Sub filter, and entered the account number in the Search
Text field (XX-XX-XXXX).

This brings up the window allowing you to delete the device, user, or the entire TC2 account. By only deleting the
location, comm device or cameras, this retains the login and email info so you do not need to rebuild the account.

Deletes the entire TC2 subscriber

Account Number Account Name account and associated locations and Action
+ 0100-0016-8548 #1 Mails devices. Qriac
- 0100-0017-2379 #27 COUNTY RD 48 T—e=orx
Location Action
- MARTINEZ RESIDENCE FO®ET O
Device Name MAC/IMEI Device Type Action
- L5100-WiFi WENARIGSaN Sccurity Panel & ©, .
L CameraZoned CRRISINEIDG PCamera % ® Deletes t_he comm d_ewce, camera and
LIVING ROOM O TER, 7 Camera ®® the location. So all items are not
Zone1 WRRETEM P Camera £ associated with the TC2 account.

0100-0010-5520
0100-0009-5863
0100-0028-0744

(7782) Jolicoeur
* DEMO NORTH CAROLINA
* DEMO SYOSSET *

Page [1 of 14711 »> w25 ¥

Deletes just the camera. So
it is no longer associated
with any comm device.

Deletes the comm device only. The camera is
still associated with the subscriber account, and
you can add a new comm device if desired.

Getting permission to configure the customer’s account:

If you need to make configuration changes, contact the customer and have them enable permission for you. Inform them
this enables a limited 1 hour window for each permission session granted, and is limited to only one logon session.

Have the customer log into their TC2 account. Then open Users, and click on their Edit button. Next they need to check
Security Professional Access, and confirm the pop-up security message. Lastly, click Save.

o MNotifications Active My Profile Maobile Apps Help Log Out

Fasswora | -
- Notifications Grant Access
First Name | First Name
S — Sad Location #1
Last Name | Last Name @ Email
Preferred Language @ SMS zj IGsMV
IE English (United States) n

Panel User

Date/Time Format: Email Address | —

N L Cod
MM/DDIYYYY (B chris.coleman@honeywell.com ser bede
12/24 Hour Format: —_— v
Validate F:' J CameraZonei

/ Naotification Type
[ Text Eman

a Security Professional Acces

D Prompt for User Code

@ Display User Codes

[v] save | % | cancel
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Resetting the TC2 account username, email, or password

If the Master User requests their username, email, or password be reset, first verify they i according to

your local procedure. Then proceed.
+ 010000080744 * DEMO SYOSSET "
+ 0100-0037-2403 \?‘Nmnml
* 010000185401 @nck

5.

@zhaa
IATWATER, CLEQ_
{BERGERON, ERADLEY

Master User

4 Management icon.

QRG

1000008
R =3 =R =R =] =1 =/
lRRaG

OO o =)

Click the account’'s Master User Management icon. A dialog screen appears.

L
Master Username AFADEMO
Ermnil Phone
Master Email Address BABRAMS@AFAP.COM
Save Cancel
Reset Password Resend Welcome Emails

Change any information as requested, then click Save.

When requested by the Master User, you can change their
username, email address, and/or reset their password.

To reset their password, click Reset Password. A “Password reset email has been sent” message appears.

The account’'s Master User will then receive an email with a link that is active for 24 hours only allowing their TC2

password to be updated.

After updating, a confirmation email will be sent.

DEVICES » Device Programming » Take Ownership (central station and dealer)

Take Ownership Of Device

Primary City 1D Primary City 1D

Primary CSID Primary CS1D

Primary City Subscriber Primary City Subscriber
GSM/Ethernet MAC 000020 | GSM/Ethernet MAC
GSM/Ethernet CRC: GSM{Ethernet CRC:

Take Ownership Of Device

This festure zllows deslers to take ownership of 2 device that wes programmed by
Honeywell Tech. Support. Once the dealertakes ownership, they will be able to view
the accounton the "Show Progremmed Device" page allowing them to check history,

edit programming znd generste commands.

This tool enables you to take ownership of a device that was programmed by Honeywell Tech Support.

Once the dealership takes ownership, they are able to manipulate the comm. device just like they would if it was
programmed by the dealer.
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API DOCUMENTS (central station and dealer)

What is an API?

The Application Programming Interface (APIs) are set of requirements that govern how one application can talk to
another. For example, virtually all software has to request other software to do some things for it.

APIs are what make it possible to move information between programs. The APIs expose some of a program's internal
functions to the outside world in a limited fashion. That makes it possible for applications to share data and take actions on
one another's behalf without requiring developers to share all of their software's code.

APls are specially crafted to expose only chosen functionality and/or data while safeguarding other parts of the application
which provides the interface. Finally, the more applications that interact with your application the more popular it
becomes.

Why are APIs needed?

Communication between applications is important and all this communication is made possible via APIs.

How APIs work?

These days, APIs are especially important because they dictate how developers can create new apps that tap into big Web
services. For example, the developer of a game app can use the Dropbox API to let the end users store their saved games
in the Dropbox cloud instead of working out some other cloud-storage option from scratch.

Where can I find APIs?

All the available APls are listed under APl Documents.

Devices
Accounts

My Company
Utilities

ADT

Reports

Firmware

Template

Tac Tools
Account Center

APl Documents

Losout

From the tool bar select APl Documents. Click the required document to download.
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REPORTS (central station and dealer)
This tool enables you to generate and save detailed subscriber reports. From the tool bar select Reports > My Dashboard.

My Dashboard
The dashboard has multiple widgets, each one representing data in charts. You can click the “ icon next to every widget
for more information.

Communication Failures

The Communication Failures widget displays the total count of accounts currently available under Comm Failure. Click
the comm fail list for a detailed view of all the communication failures.

553
Comm Fail

3%

Total

Communication Technology

The Communication Technology widget displays the distribution of devices in terms of their network capabilities, as in
Radio capability.

Service Subscriptions

The Service Subscriptions widget displays the distribution of Accounts based on the services it has subscribed to, which
are getting billed.

Each sub section in the subscriptions such as, Automation, Information, Advertising, Video, APL, and so on, the
following details are displayed:

e  Number of Accounts in % as well as the number against the total.

e Number of accounts serviced by that Central Station company/Dealer Company selected.
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TC 2.0 Customer Engagement

The TC 2.0 Customer Engagement widget displays the Engagement level of the Customer using different mediums
such as Web or mobile devices. The average Login per day is measured based on the following slab:

e  Frequent User : > Avg(25) logins/day
e Moderate User: Avg(10) - Avg(25) logins/day
e Occasional User : < Avg (10) logins/day

TC 2.0 Customer Engagement O

0% °

Frequent Users

1 CIO 16
=5 Moderate Users

3096

Occasional Users
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TC 2.0 No Login

The TC 2.0 No Login widget displays the distribution of Accounts/Customers who have not logged on into the Total
Connect 2.0 system.

TC 2.0 No Login @@
- M 30days+ (3364)
Bl 2weeks ([188)
B 3weeks (0
B 2weeks (0
1week [0

Communicator Product

The Communicator Product widget displays the distribution of security accounts by their Radio Type.

ommunicator Product C’) (.D

G G (225

GSMX (146
GSMV (1170, 5.5
=

Device Installed

The Devices Installed widget displays the distribution of devices (Lights, Locks, Thermostats) installed at the Customer
Site (Total Connect).

Device Installed @ @

GPS (3
IPCamera (784)
Lock (121)
Switch (399)
Thermostat (191)
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Top Noisy Accounts

The Top Noisy Account report displays the list of top noisy accounts for the selected period. A maximum of 10 accounts
are displayed.

My Dashboard ‘op Noisy Accounts

Desler - N
Top 10 Noisy Accounts oo Filter

City-C5-Sub Year Month Wo. ofAlarms Start date: | 2/9/2015 5]
£9-11-9016 2015 February 1ms End date: =]
£9-05-2420 2015 February 1568

85-85-110 2015 February 1231

£9.05.2442 2015 Februsry 8%

£3-05-2372 2015 February 287

99-70-1 2015 February 837

£9-05-2410 2015 February 801

£5-05-2384 2015 February 5e4

525101 015 February B

99-85-4 2015 February 563

NOTIFICATION (central station and dealer)

This tool provides notifications to the customer (Dealer/Installer). On the Tool Bar there is a status indicator. If the status
indicator is displaying BLUE, please read the latest notifications.

Note: The dealer view includes a blue dot Blue = New notifications are
“You received new notification(s)!” message. posted.
Haneywell | Alarmet g e ey EEQ

VN (e- Tl Device Programming | DeviceStatus | DeviceHistory  Substitution PIN Generation

Notifications

Date Message
2015-03-23 15:54:00 GMT  Reminder: Discontinuance of AlarmHNet-A Networks

Dear Valued AlarmNet® Customer,
AlarmNet will be initiating the shutdown of its AlarmNet-A networks beginning August 1, 2015

We value your continued use of AlarmNet products and will continue to assist you and your customers in any way we can during this undertaking. Again, we thank you for your support
If you have any questions or concerns, please contact our customer support staff at 800-222-6525 aption 1, then 8, Monday through Friday between the hours of 8:00 a.m.and 6:00 p.m. Eastern Time.

For Additional Information

Notification: http://www.security. honeywell.com/hsc/documents/Discontinuance-of-AlarmNet-A-Networks.pdf
Schedule: http://www.security.honeywell.com/hsc/documents/AlarmNet-A_Shutdown_schedule_Letter.PDF
FAQS: http://wanw security honeywell.com/hsc/documents/FAQs-AlarmMet-A.pdf

2014-12-08 15:54:00 GMT  Discontinuance of AlarmNet-A Networks - City Shutdown Schedule

Dear Valued AlarmNet?Customer,

AlarmNet-A will be initiating the shutdown of its AlarmNet-A networks beginning August 1, 2015. As promised, in an effort to give you advanced notice of the AlarmNet-A shutdown, below is the
schedule by city and date. The entire city will be turned off on the first Monday of the month listed. Once the ity is shut down, no AlarmMet-A radios will be able to complete delivery of alarm
signals from the AlarmNet-A city to the central stations.

0 - Aupust 3. 2015
Terms& Conditions | PrivacyStatement | BrowserRequirements | Help © Copyright Honeywell International Inc 2011 | Version : 1.0.7.8444
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Understanding Total Connect Services

The “Total Connect” suite of services provides additional flexibility to a powerful Honeywell security system. Because
these services utilize various communication technologies outside of our control, the user should be aware how these
impact the use of Total Connect. These services are intended as a convenience for the user, and do not replace Central
Station reporting of critical events (alarms, troubles, etc.).

In addition, Honeywell provides many different control panel families, each having different feature sets. The current
release of “Total Connect” services provides the most consistent operation when used with our Vista-10P/15P/20P series of
panels. These services also function with our residential LYNX panels, and commercial Vista panels; namely the Vista-
128BP class. However, there are some inconsistencies to be aware of. This topic provides helpful hints relative to the use
of these new services.

General

Total Connect When programming a new GSM, IGSM or creating a Total Connect only (i.e., video services
account creation only) account the wizard will prompt you for the following information:

Account Name — Must be at least 8 characters.

TC2 Master user name — This is the "Username" for the customer to use when logging into
Total Connect. Can be 6-80 character length (not case sensitive), valid entries are: 0-9, A-Z
and?!'@#3%N*-_=+.

TC2 Email address — This is the email address provided by your customer. Your customer will
receive a welcome email which contains the Total Connect 2.0 URL and username. They will
also receive a second email containing their auto-generated password to login to Total
Connect.

*** PLEASE NOTE ***
The “Master User” profile is not intended for your use”.

The “Master User” profile is intended to be managed by your customer. After initial setup in
AlarmNet 360, the user profile will be maintained by the customer through their Total Connect
website account. They can update and change their profile and assign subordinate user
profiles via the Users module.

*** TECHNICAL TIP ***

In certain instances your customer may need hands on help to configure their Total Connect
website account. If you are asked to make changes on your customers behalf another level of
“Security Professional Access” is available. Have your customer (Master User Only):

1. Login to the Total Connect 2.0 web site.

2. Grant you access to their account by clicking; My Profile > then checking “Security
Professional Access” (confirm the pop-up security message) > then click “Save”.

3. You will now have access up to 60 minutes to edit fields by accessing the account.
Refer to the “Checking the customer’s TC2 account configuration” topic in this guide.

auto stay arm If the security system (or a partition) is configured with Auto Stay Arm enabled, using
Remote Access or SMS to arm the system will result in the system (or partition) reverting to an
Armed Stay state. This is because there is no detection that the premises has been vacated
(complies with SIA requirements).

service providers Our remote services features are dependent upon the reliability and capability of the user's
service provider for the internet as well as the wireless carrier that may be involved. All
networks are subject to outages and maintenance beyond our control, and as such, can
prevent availability of connections or cause disruptions to the services.

web browser Configure your web browser to always allow "pop-ups" from the services.alarmnet.com site.
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At this time, Total Connect 2.0 does not support control panel partitions two through eight.
Partition support is limited to Partition One, even on panels that have more than one partition
enabled.

When using Total Connect 2.0 on multi-partitioned panels:

1. Only zones assigned to partition one can be uploaded into Total Connect 2.0.

2. Notifications can be sent for events occurring on partition one only. This would apply
to ALL events including; Alarm, Arming/Disarming, and zone notifications such as
bypass or trouble.

3. The Quick Arm/Disarm buttons will arm/disarm partition one only.

4. The Total Connect 2.0 remote keypad MUST be assigned to partition one only,
however, the remote keypad DOES support the Global Arming and GOTO functions (if
enabled properly in the panel programming). Those functions will give the end user
the ability to control other partitions on the system just like any keypad physically
connected to the system.

5. System Status is provided for partition one only.

When using Total Connect 2.0 User code synchronization on multi-partitioned
panels:

1. User Sync via Total Connect 2.0 is designed for use with user codes assigned to
partition one only. User codes created via control panel keypad or Compass must
have access to partition one for the code to be uploaded into Total Connect 2.0.

2. Users created via Total Connect 2.0 and assigned a user code for the control panel
will be given “General authority” access to ALL enabled partitions when User Sync is
performed. Caution must be exercised here so as to not give a user access to a
partition they should not have access too. It is highly recommended to observe notes
3 and 4 below on multi-partitioned panels.

3. User codes originally created via control panel keypad or Compass will continue to
function only in the partitions they were given access to when they were
programmed, even after Total Connect 2.0 User sync is performed. These codes do
not get assigned to all partitions when Sync is performed and will continue to work in
the assigned partitions only.

4. On multi-partitioned panels, the best practice would be to program the user codes
into the panel first, then use the User Sync function to pull the codes into Total
Connect 2.0.

After the “Panel Only Users” are uploaded, modify them to create Total Connect 2.0
Users as desired (assign a login name and password, first/last name, email address,
etc). Itis recommended to follow this procedure in order to prevent giving undesired
partition access to a Total Connect User.

For event natifications, if no text has been added to describe the event on the Total Connect
website (refer to the Configure Email topic in the Total Connect User Guide), a generic
message (such as “Zone 1 Activated”) will be sent for the activated state.

LYNXR-I, LYNX Plus, and LYNX Touch

fire zones

panic keys

time and date
Remote Access
common partition

deleting users

Do not use email notification for zones configured as "Fire with verification."
The emulated keypad does not support single-button or two-button panic keys.
You cannot set the time and date or go into programming mode remotely.

Common Partition logic will work from the emulated keypad but not from the System Status
screen.

If you delete a user at the security system's control panel, when using Remote Access to
Manage User Codes, the deleted user can still be retrieved since it is stored in the remote
services database. If desired, delete that user from the remote services database (Remote
Access > Users > Manage User Codes).
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When using Remote Access, if you attempt to bypass a fire zone, the fire zone WILL NOT be
bypassed.

When using Remote Access, if the keypad type is set to “Full Control,” you may view status
and control all partitions using the “System Status” tab (not the “Keypad” tab).

When using Remote Access, two-button panic keys such as 1+%, %+#, and 3+# will not
work. However single button panics (if programmed) will work.

The System Status screen does not support multiple stay modes. If you need to use a specific
stay mode, use the Keypad screen.

The System Status screen does not support multiple stay modes. If you need to use a specific
stay mode, use the Keypad screen.

The System Status screen may not show all conditions (e.g., when the security system's dialer
has been shut down). However, the Keypad screen will show all conditions. Please check the
Keypad screen if you feel the System Status screen is not accurate.

The security system's zone descriptor information will only be copied to the Remote Services
database if there is no zone descriptor in its database for a particular zone. The descriptor in
the database takes precedence over what might be in the security system control panel.

If you want to copy the zone descriptor that is in the control panel, simply delete the zone
descriptor from the database (Remote Access >Setup > Name Zones), then click Save Zone
Names. When you start another session, the zone type, along with its descriptive name, is
retrieved from the control panel.

Text Message or SMS Commands (TC1 only)

"Command issued,
status unknown"
reply message

commands

GOTO command
multiple text
message series

out of order replies
output relay

partition number

remote keypad — Full
Control

remote keypad —
Keypad Only

short codes

When the network does not have sufficient information from the control panel to formulate a
message in response to a command, instead of sending a "blank” reply message, it will send

"Command issued, status unknown" to alert the user to retry getting status. Likewise, if
the control panel information is not available at the time that the remote services application

collects the status, the text message reply may be truncated.

When a Remote Access session is active (using a PC), text message commands cannot be used
to control the security system. If you desire to do text messaging, please shutdown the
remote PC session and wait 15 seconds prior to sending a text command.

SMS Text Message commands do not support the GOTO command (applies to partitioned
systems only).

When the need or desire arises to send a series of text message commands, allow a 2-minute
period after the reply of the first text message before sending the next text message.

Under certain network conditions, emails received by the user may be out of order.

You will not receive text message verification for turning an output relay on or off. You will,
however, receive a system status message.

If you do not see the partition number in a reply message, contact your security system
services provider to enable the control panel's “Display Partition Number” field.

If the remote keypad is set to “Full Control,” sending a text message command for arming or
disarming a partitioned system without specifying a partition constitutes a global command for
all partitions. If the user does not have global authorization, no action will be performed.
Please make sure this is understood by the user when offering this service.

If the remote keypad is set to "Keypad Only," sending a text message command for arming or
disarming a partitioned system without specifying a partition will affect only the partition the
keypad is assigned to. Likewise, only the status of the partition assigned to the remote keypad
will be retrieved.

Some wireless carrier service plans do not fully support SMS Text Message commands with
short codes. While this is rare, the Total Connect service may not work with certain plans from
your current carrier. Please consult with your carrier if this happens as you may need to
upgrade your wireless plan to one that supports short codes.
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When a Remote Access session is active (using a PC), text message commands cannot be used
to control the security system. If you desire to do text messaging, please shutdown the
remote PC session and wait 15 seconds prior to sending a text command.

You will not receive text message verification for turning an output relay on or off. You will,
however, receive a system status message.

Currently, the SMS Text Message command service operates in conjunction with a wireless
service hosting company to support the short code used by Honeywell, which is “ALARM” or
25276. This hosting service covers the vast majority of carriers supporting SMS service today.
Whereas we realize the supported list is very broad, if for some reason the short code does not
work with your wireless carrier, please contact them for assistance.

If the following screen appears, contact your security system services provider to program the
control panel with the Remote Access keypad address that exists in the radio.

Console ECP:2
Hit # if program
clamed | A | 1o || 2awar || 3smar |
mReady | B [ 4 max 5 TEST || 6BYPASS |
Trouble c | ‘ 7 INSTANT ‘ 8 CODE ‘ 9 CHIME |
D ‘ * READY | 0 :‘ #

If, while using the SMS text message command feature, you receive a "Panel Failed to
Respond, Please Retry" message, it may be a result of heavy network traffic, or the panel is
busy responding to another Remote Access user. Please wait a minute and then try again.

Setup/Programming Error is caused due to the lack of PSD (Panel Security Data) being sent
from the Control Panel to Total Connect 2.0. There are a few causes, such as; no initial PSD
received, incorrect Control Panel programming, or incorrect AlarmNet 360 programming.

Troobkshooting Tips

To resolve this issue, try the following:

1. Arm and disarm the security system. This will force the PSD message to be sent if
everything is programmed properly.

2. Ensure the following Control Panel settings are programmed:
e For all control panels, verify “RIS” or “Delayed Reports” is enabled.

e For Vista 15/20 control panels, verify field %91 is programmed to 8, 2. (In AlarmNet
360, the Device must be set to 25.)

e For Vista Turbo control panels, one ECP address (recommended address 25) needs to
be set to Type 12 RIS. Also in AlarmNet, the Device multimode address must match
the multimode Device programmed in the control panel.

e For LYNX series controls, verify the “Remote Access” is Enabled and “Email
Notifications” are set to Total Connect 2.0 (Enhanced Rpts) in AlarmNet 360.

3. Ensure the following AlarmNet 360 settings are programmed.
e For GSMV/IGSMV/GSMX and 7847i communicators, ensure “Remote Access” Enabled
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and “Email Notifications” are set to Total Connect 2.0 (Enhanced Rpts) and MultiMode
Address is either 25 for Vista 10/15/20 or matches the panel for Vista Turbo.

e For LYNX series controls, verify the “Remote Access” is Enabled and “Email
Notifications” are set to Total Connect 2.0 (Enhanced Rpts) in AlarmNet 360.

4. After verifying the AlarmNet 360 device programming, ensure that the data is in the device
by performing a “Send Data” command from the “Show Programmed Devices” page of
AlarmNet 360.

5. Verify the “Transferred Date(ET)” shows a recent date and time and the arrow indicates
down.

6. If you still have the Error 1000 ensure the control panel and AlarmNet device revision
levels are support Total Connect 2.0. (Refer to the “7otal Connect 2.0 Compatible
Devices” topic in this help guide.)

7. If this issue has not been cleared, Contact AlarmNet Technical Support.

When sending an arm text message command to a commercial panel with zero exit delay and a
bypassed zone, the text message reply may not display that a zone is bypassed.

If a fire zone is in a trouble condition (with all partitions disarmed), and you attempt to send a
text message command to globally Arm Away, the reply message will indicate that all partitions
are Armed Away, but may not indicate a fire trouble.

Even if a programmed output relay is restricted from being accessed in the control panel, its
operation will function when commanded by an SMS text message.

For security systems that are heavily populated with a large number of zones and wireless
devices, etc., the Remote Access response may be sluggish.

If the Restart Exit Delay field (%k91) is enabled, sending text message commands to a
residential control panel (e.g., Vist-10P, Vista-15P), may put the panel in an exit delay
countdown condition before a successful completion of the command is sent.



Contents

Reference Information

Total Connect 2.0 Compatible Devices

Control Panels Version Comment

For control panels verify compatibility by checking the product carton for a blue “TC2 Ready” label, or checking
i the version number that appears on the product carton and on the PCB board PROM label.

LYNX 5100 ALL
LYNX 5000 ALL
LYNX L3000 20.1
VISTA-15P / FA148CP 9.12
VISTA-15PCN / FA148CP-CN 9.12
VISTA-15PSIA / FA148CPSIA 9.12
VISTA-20P / FA168CPS 9.12
VISTA-20PCN / FA168CPS-CN 9.12
VISTA-20PSIA / FA168CPSSIA 9.12
VISTA-21iP / VISTA-21iPSIA 3.12
VISTA-128BPT / VISTA-128BPTSIA 10.1
VISTA-250BPT / VISTA-250BPTSIA 10.3
FA1660CT 10.1
Communicators 2G Version Comment

For communicators, verify compatibility by checking the product carton for a blue “TC2 Ready” label, or checking
i the version number using the 7720P Programming Tool.

GSMVLP5 / iGSMVLP5 ALL used with LYNX, see above

GSMVLP / GSMVLPCN 2.6.42 used with LYNX, see above

GSMV / GSMVCN 2.6.42

GSMX / GSMXCN 2.6.42

IGSMV / IGSMVCN 2.6.42

VISTA-GSM / VISTA-GSMCN ALL used with VISTA-21iP, see above

7847i 2.6.42

7847i-L 2.6.42 internet only, used with LYNX, see above
Communicators 3G/ 4G Version Comment

All ALL
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Click on the following links to retrieve these documents.

AlarmNet Overview of Network Services

US — Subscriber Agreement

Canada — Subscriber Agreement

Technical Support

Before you contact Technical Support, be sure you:

e Referred to the online help.

e Entered all data correctly and did not enter the letter O for the number zero.

e Tried using the Feedback tool on the website to get help.

e Note your customer number and/or company name.

Having this information handy will make it easier for us to serve you quickly and effectively.

Support
U.S. and Canada:

Latin America & Caribbean
region:

MyWebTech
(Online technical database.)

Contact Information
1-800-222-6525:

option 1 — AlarmNet Tech Support

Monday thru Friday, 8:00 am to 9:00 pm ET. Note, between 6 pm and 9 pm
some AlarmNet products are not supported.

Extended support hours for GSM and activation ONLY. Saturday 9:00 am to
5:30 pm ET.

option 2 — AlarmNet General Product Information
Monday thru Friday, 8:00 am to 5:00 pm ET.

option 3 — AlarmNet administration and website support
Monday thru Friday, 8:00 am to 5:00 pm ET.

305-805-8188: Monday thru Friday, 8:00 am to 5:00 pm ET.

http://www.security.honeywell.com/hsc/resources/MyWebTech/

Notes


http://services.alarmnet.com/document/NetworkOverview.pdf
http://services.alarmnet.com/document/SubscriberAgreement_US.pdf
http://services.alarmnet.com/document/SubscriberAgreement_Canada.pdf

AlarmNet360 Online Help Guide Contents Tasks

—-52 —



TRADEMARKS
Honeywell, and AlarmNet are registered trademarks of Honeywell International Inc.
Total Connect is a trademark of Honeywell International Inc.

All other trademarks are the properties of their respective owners.

Honeywell

2 Corporate Center Drive, Suite 100
P.O. Box 9040
Melville, NY 11747

Copyright © 2012 Honeywell International Inc.

www.honeywell.com/security

ES800- 1124865

800-11248 11/13/15 Rev. J



	Overview
	What’s New?
	Accessing AlarmNet 360
	Obtaining a Central Station Account
	Obtaining a Dealer Account
	Logging In
	Navigating AlarmNet 360

	Finding the right AlarmNet tool
	Tools
	DEVICES ► Device Status (central station)
	DEVICES ► Device History (central station)
	DEVICES ► SIM Activation / Status (central station and dealer)
	DEVICES ► Substitution PIN Generation (central station)
	ACCOUNTS ► View Accounts (central station)
	AlarmNet Service Types

	ACCOUNTS ► Communication Failures (central station)
	ACCOUNTS ► Account Generation (central station)
	ACCOUNTS ► Account Cancellation (central station)
	Creating Batch Files for Multiple Account Cancellations

	ACCOUNTS ► Coverage Maps (central station and dealer)
	MY COMPANY ► My Profile (central station and dealer)
	MY COMPANY ► Manage Users (central station and dealer)
	User Authority Levels
	Adding a user
	Editing a user

	MY COMPANY ► Dealer Services Config (central station)
	MY COMPANY ► My History (central station and dealer)
	MY COMPANY ► Web Usage (central station)
	MY COMPANY ► Company Information (central station super users, and dealer managers)
	Managing Company Information and Staff Notifications

	DEVICES ► Device Programming ► Program/Replace (central station and dealer)
	Editing the Account
	Adding IP Video Devices (TC1 ready)

	DEVICE PROGRAMMING ► Program/ Replace Device(central station and dealer)
	DEVICE PROGRAMMING ► Program/Replace Device (central station and dealer)
	Accounts ► Manage TC 2.0 Accounts (central station and dealer)
	Adding IP Video Devices
	Adding TUX series Automation Devices
	Deleting a TC2 Account or Location
	Resetting the TC2 account username, email, or password

	DEVICES ► Device Programming ► Take Ownership (central station and dealer)
	API DOCUMENTS (central station and dealer)
	What is an API?
	Why are APIs needed?
	How APIs work?
	Where can I find APIs?

	REPORTS (central station and dealer)
	My Dashboard
	Communication Failures
	Communication Technology
	Service Subscriptions
	TC 2.0 Customer Engagement
	TC 2.0 No Login
	Communicator Product
	The Communicator Product widget displays the distribution of security accounts by their Radio Type.
	Device Installed

	Top Noisy Accounts

	NOTIFICATION (central station and dealer)

	Understanding Total Connect Services
	Reference Information
	Total Connect 2.0 Compatible Devices

	Agreement Documents
	Technical Support

