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Overview

The e-Secure website enables users to remotely access their security system via an internet web browser, or mobile
phone (that support GSM/GPRS and SMS Text Messaging with short codes). Please check with your wireless carrier to be
certain your phone supports these protocols. Additionally you can access more advanced features and video by using the
“e-Secure” app for your mobile phone.

As an e-Secure user, you can manage and run your security system from almost anywhere in the world, check its status,
and receive event notifications. These event names can be customized to your preference.

You can also enable other people to receive event notifications, and can enable additional mobile phones to be notified of
system events by email or text messaging.

Depending on the specific security system tasks to be accomplished, different communication methods are used. The
table below summarizes the communication method used for typical tasks.

End User Tasks Communication Method

Editing user profile e computer's web browser

Viewing security system status e text message via a mobile phone, an emulated keypad using a computer's
Viewing video system status web browser, or the “e-Secure” app for your mobile phone

Controlling the security system ¢ text message via a mobile phone, an emulated keypad using a computer's
remotely web browser, or the “e-Secure” app for your mobile phone

Controlling the security system video | ¢ computer's web browser

remotely

Configuring Email and Text message | e computer's web browser

notifications

Viewing the security system, and e computer's web browser, or the “e-Secure” app for your mobile phone
video system event history

Receiving security and video Event e email

Notifications e text messages to a mobile phone

Note: You can access your security system via the e-Secure website, once the dealer has enabled you.

This guide provides a tour of the e-Secure website, explaining each function, then focuses on how you can remotely
control your security system using your PC or mobile phone.

Obtaining an e-Secure account

The dealer/installer will set up your account and define the events you want to be notified of. These events correspond to
the output relay triggering events that were programmed in the security system’s control panel.

Note: The Dealer/Installer should refer to the "AlarmNet Direct User Guide' for information on configuring the hardware
and creating an e-Secure web account for you.

Once the dealer assigns you a login name and password, you will receive a “Welcome” email message with your login
name along with some helpful information. You will receive another email message with your password. You will then be
able to receive notifications, and access your system via the e-Secure website or a mobile phone that supports GSM/GPRS
and Text Messaging (SMS).
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Setting up your PC for e-Secure

Settings for Security
It is recommended that you first set the "Display Mixed Content" internet setting. Then add the AlarmNet website to your
browser's Trusted Sites list. This is especially important if you are also accessing Optiflex video.

1. Ensure you have Administrator privileges for the PC. With Internet Explorer open, navigate Tools > Internet
Options. Then select the Security tab.

2. Inthe upper pane, select Internet, then click Custom level.

[§* internet Properties,

| General ‘ Security |Privacy I Content I Connections I Programs I Advanced|

Internet

e to view or change security settings.

&; ‘V, ® Note: Depending on what version of

calintranet Trustedstes  Restricted Windows you are using, screen appearance
sites will vary and certain buttons may have

1_/ g Internet Sites different labels.

This zone is for Internet websites, ) )
except those listed in trusted and For example; Windows XP will often use the

restrited zones. term OK on a button that saves the data and
closes the active window, whereas Windows
Vista will often use the term CLOSE as an
equivalent.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
() - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)

/ Custom level... Defeut level

[ Reset all zones to default level

3. The following window appears.

Security Settings - Internet Zone

| Settings

|| Allow webpages to use restricted protocols for active conten «

(Z) Enable
@ Prompt
|| Allow websites to open windows without address or status b

@ Disable

il [iisplay mixed content
() Disable

Don't prompt for dj rtificate selection when no certifical
@ Disable
) Enable

|| Drag and drop or copy and paste files

3_Nieshla
< 10 | +

*Takes effect after you restart Internet Explorer

Reset custom settings
Resett0:  [Megumhigh (defouit <] [ Reset.. |

[ oK ][ Cancel ]

4. Scroll to Miscellaneous > Display mixed content. Choose Enable, then click OK.

-3 -
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5. In the upper pane, select Trusted sites. To ensure the security level for the Trusted sites is set correctly, click
Default Level. Then click Sites.

| General | Security | Privacy | Content | Connections | Programs | .&dvanced|

Select a zone to view or chan@tﬁa@ngs.

Internet  Local intrane

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

You have websites in this zone.

Security level for this zone
Allowed levels for this zone: Al
Medium
- Prompts before downloading potentially unsafe
(= content

- Unsigned ActiveX controls will not be downloaded

[] Enable Protected Mode (requires restarting Internet Explarer) /
Custom level... Default level

Reset all zones to default level

(o J[ concel J[ omy |

6. The following window appears.

You can add and remove websites from this zone, All websites in
this zone will use the zone's security settings.

Add this website to the zone:

| https://services.alarmnet.com Add

Remove

N
< |7|Reu>re server verification (https:) for al sites in this zone
l o]

0se
I L

7. In the Add this Website to the zone field, enter https://services.alarmnet.com, then check the Require server
verification . . . box.

8. Click Add, then click Close. Click OK to close out the window.
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Settings for QuickTime Player
If you do not already have QuickTime Player installed please download and install it.

http://www.apple.com/quicktime/download/

After the installation is completed and the PC has been rebooted, configure the player as follows:

1.
2.

Open the player. Typically navigate Start > Programs > QuickTime > QuickTime Player.

From the Edit pull-down menu, navigate Preferences > QuickTime Preferences. The Preferences window
appears.

6 QuickTime Preferences L'

| Register | Audio | Browser | Update | Streanfpg | Advanced

Streaming

Transport Setup: |A|.rtnmatl: 'i
D RTsP o Ser o ——

Address: Port:

Download Cache
s ()

Video

() Safe mode (GDI only)

(@) DirectX
Enable DirectDraw acceleration
Enable DirectDraw on secondary monitors
Enable Direct3D video acceleration

Media Encoding
[] Enable encoding using legacy codecs

Tray Icon
[7] 1n=tall QuickTime icon in system tray

Streaming

Transport Protocol: [HITP

o 0

o || concel |

Ensure the Transport Protocol is set to HTTP, and the Port ID is set to 80.
Click OK, then click Apply. Click OK to close.
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Settings for use with Optiflex
If your security system utilizes Optiflex, ensure the following settings.

Note: e-Secure Video operates with the Optiflex Video Controller hardware and ActiveX-based "Optiflex
Connect" viewing software that is currently supported by Internet Explorer 6 (and later) in Windows XP, Vista
and Windows 7 operating systems.

1. Log into e-Secure. (Refer to the next topic if necessary.)

2. At the left navigation bar, click Video. Then from the drop-down menu, select your Optiflex system. Click Launch
Video System.

3. A separate window opens, then depending on your browser settings you may be prompted to "display nonsecure
items?", please answer Yes to this prompt.

Note: The first time you access your video service, or any time that an update is needed you will be prompted to
install the necessary software, or update.

Next your network authorization will be checked, then if you need Java, ActiveX, or QuickTime player installed on your
system (or an update to an existing version), a prompt will appear. Please install when prompted. For example, an
ActiveX prompt is shown below.

Internet Explorer Add-on Installer - Secun'“ ﬂamini _E

Do you want to install this software?

@ Name: Optifiex Connect
Publisher: HONEYWELL INTERNATIONAL

E]More options [ Install ] [ Don't Install

|"'é| While files from the Internet can be useful, this file type can potentially harm
\_/ your computer. Only install software from publishers you trust. What's the risk?

4. Follow the prompts to complete the installation/upgrade of Java, Active X, or QuickTime components.

Accessing e-Secure
To access e-Secure, just type protectionl.com into your browser's address field. The Protection 1 web page appears.

[7& Horme Security Systems, Business Security Systems - Protaction]- Windows Intenet Explorer.

'_Q:‘ . . http:/ v, protectiont.comi - @ +3| X K2 Live Search P~
AN

v [ @ v Pagev Safetyv Tooks+ @~

=]

i Favorites | @ Home Security Systems, Business Security Syste... t -

-

Live Chat | Customer Support | Branch Locator

Your Account T |Choose One..
Choose One

» Home Security Systems » Business Security Systems |l
Secure Access O Brivo

Secure Access O WINPAK

From the Your Account drop-down menu, choose e-Secure, then
click GO. You will be directed to the login page. For convenience
you can setup a desktop shortcut.

After the page loads, create a desktop shortcut by positioning the
cursor over the address icon, left click the mouse and drag it onto
the desktop.

¢ Favorites |93 |~ | @ Home Security Systems, B... | & e




Using e-Secure
Navigate to the e-Secure home page using the desktop shortcut (created LUSERNAME PASSWORD

in the last paragraph). The e-Secure Login page appears. _ _ -

HELP FORGOT YOUR LOGINT

Enter your User Name and Password, then press Enter. The
"Introduction" window appears.

CUSTOMER SERVICE | LWE I’.l'l'| 1.808_ GET HELP | Coma and talk fo us on: m . .

WELCOME CHRIS

Introduction

Welcome and thank you for choosing Protection One's eSecure
communications solutions.

A= an eSecure customer, you can take advantage of all of the
incredible benefits that next generation digital technology provides.

Stay Connected to your home or business...
wherever you arel

If you have any questions, please call 1 800.GET.HELP
{1-800-438-4357) day or night or email us at
CustomerService @ ProtectionOne.com

BRANCH LOCATOR | CONTACT US ‘ TERMSE & CONDITIONS | PRIVACY ETATEMENT| DOWNLOAD BROWSER REQUIREMENTS

powered by HONeywell

e-Secure is easy to navigate. The layout consists of a tabbed categories along the top, and an information window below.

By clicking on a tab, the associated information window is displayed. (Note, the selected tab will change color.) From the
information window you can view, edit, add, or delete information. The table below outlines the overall purpose of each
tabbed category.

Tab Information and Control

Intro Serves as a welcome page and starting point.

Remote Access Enables you to control the security system using an emulated keypad, and allows you to monitor
the system status.

Video Enables you to view video from your Optiflex system or IP cameras.

Event History Enables viewing your security system’s history of email events, user SMS requests, video

captures, and other actions that have occurred. Further video clips may be viewed and/or saved
to you PC from here.

Setup Enables managing your profile, users, devices, email, and mobile phones. In addition you can
setup and share quick web links.

Help This provides access to the online help file. This file can be printed and saved to your PC.

Logout Use this to properly exit the site.

The following paragraphs explore the various e-Secure tabbed categories.



Remote Access
This category enables you to access and control your security system using an emulated keypad.

To access your security system use the drop-down menu to select the security system. Then click Launch Keypad. (If
Java needs to be installed or updated on your PC, you will be prompted to install it. Simply follow the on-screen prompts.)

Remote Access Add Video Ewent History Logout

Remote Access

As a e-Secure user, you have the capability to access your virtual keypad, just like the one
you have at home. Once you have set your keypad type, you can use it for all of the
functions you'd normally use your home keypad for. You also have access to the
interactive menu of options to add/remove users, set your notification and verification
settings, armidisarm your system, view activity logs, and much more.

Get started now.

Select a System:

Vista-128BPE Demo !

If your remote access account has been configured by the dealer as a Full Control keypad (AUI, Advanced User Interface)
you will access a keypad with tabbed windows allowing additional control of your security system.

If your remote access account has been configured by the dealer as a Keypad Only or LYNX Keypad, a keypad with NO
tabs will appear. With either remote keypad, functions are performed in the same manner as on a local keypad, however
you CANNOT initiate panics. (Refer to your control panel user guide for operating the system.)

Below are examples of these keypad types:

Systerm | Fone Status | Device Control | Event History | Keypad | Setup

* %% *DT SARMED * % % %
READY TO ARM d

t:gj AC 0K k;j Battery OK usystem MNarmal Disarmed

Current Area: 1.F1

Name | Status
1.P1 U DISARMED Ready to Arm

Disarm All Arrn Al

Full Control Keypad with tabs Keypad with no tabs (LYNX keypad shown)

When the Launch Keypad button is clicked, first an applet window appears. For those systems that utilize a Full Control
keypad, a security screen appears prompting for your 4-digit system user code. After entering the code and clicking OK,
you will access the Full Control keypad interface. Otherwise, for systems that utilize a keypad with no tabs (such as the
LYNX) the keypad will immediately appear.

Notes:

e On the LYNX keypad, if a loss of AC power occurs at the security system; the green Ready LED becomes yellow, and
the red Armed LED becomes pink. Additionally, the AUX button does not function.

o If a "CONNECTION LOST" message appears, close the applet screen, and click Launch Keypad again.

e For systems that are configured with a Full Control keypad, a security screen will appear whenever you attempt to
remotely access your security system. Enter your 4-digit security system user code and click OK.
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Enter 4-Digit Code

Note: Each screen in Remote Access will have a

:| Connected Internet or Connected Wireless status
message and a Close button. Screens may also have

other self explanatory status messages.

(_cancel ) For the purpose of this document these will not be

repeated in each screen shot to better focus on the

primary screen function.

Enter Password for Panel Access

ected Internet

After access is granted, a tabbed screen appears allowing various categories of security system information to be viewed
or controlled. Select the tab to access the desired category.

System

The System tab displays a status summary on the top half, and the bottom half allows control of your security system
partitions (if applicable).

T

m AC DK E Battery OK g Systern Mormal Disarmed

Current Area: 1.P1

| Avay =l

Disarrm All Armn All

Zone Status

The Zone Status tab provides a view of all the zones in the system, or a selected partition. Zones can be bypassed or
made active again as desired. Simply select the zone and use the Bypass/Unbypass button as needed.

Additionally, you can add or edit the zone description. Note that if you edit an existing zone description, that description
will be what appears for remote access, it will not appear on the security system's local keypads.

Frea 1.P1 @

Description Status |
ALL FIREPOINTS (Zone 1)

PANIC ROOM  (Zone 2)

FIRE ALARM (Zone 95)

LOWER KEYPAD (Zone 96)
KEYPAD PANIC BUTTON (Zone 99)
Master Bedroom Consol (Zone 101)
OFFICE KEY PAD  (Zone 102)
LNGRNG RADIO  (Zone 103)

RELAY MODULE (Zone 112)
RELAY MODULE (Zone 113)

RELAY MODULE (Zone 114)
CONSOLE (Zone 116)

BYPASSED

[Qlelele[e[<[el <l [ <hulk]

Bypass/UnBypass Linhypass All
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Device Control

The Device Control tab displays the current status of the security system’s programmed relays, and enables you to
remotely turn them on or off. For commercial panels, the Description column is populated automatically. To control a
device, choose the device and select Start or Stop as desired.

Device Control

Description | Status
Front Porch Light [Device 1] B oFF
Backyard Porch Light [Device 2] B oFF
Garage Door [Device 3] ﬁ OFF
Pool Gate [Device 4] B oFF

Event History

The Event History tab enables you to view and print the event history for the security system or any partition. A drop-
down "Event Types" menu enables you to filter the events to be viewed.

['svetam] zone st Dance canor] et st icaypac oo |
Ares 1.P1 | EwentTypes |Open/Close =

1:P110i04 01:294M - DISARMED  MASTER
2:P1 10/04 01:29AM - ARMED MASTER
30P1 1004 01:28AM - DISARMED  MASTER
4:P110/04 01:28AM - ARMED-STAY  MASTER
50 P1 10/04 01:28AM - ARMED MASTER

Users

Note: This tab only appears if the “Enable Users Tab” box was checked off in Setup > Preferences. It is only
available to the Master user.
Setup-

|Enab|e UserTah W |

The Users tab enables you to manage security system user codes. To access this Users tab, you will be prompted for your
4-digit security system code. The Users function is further divided into Manage User Names and User Codes tabs. By
selecting the Manage User Names tab, you can view the users, and assign a personal name to each user.

—-10 -



e-Secure Online Help Guide

For residential panels, the screen below appears with all the fields as shown. For commercial panels, the Get Panel
Users button does not appear.

Notice at the Manage User Names tab, there are three columns; Number, User, and Full Name. The "Number" column
corresponds to the user slots in the control panel. The "User" column shows the names saved in the control panel that are
associated with the user slot (if names were entered for graphic AUI keypad use). The "Full Name" column is available
only for use by remote services, and enables you to assign a personal name or other identifying information to a user.

‘Manage UserNameesI

Number | User ID Full Hame

*3 dean dean

*4 Mark Mark M

*5 Ron

*6 JP

7 Mike Wike W

]

*9 Flip )

10 This does not appear for
" commercial control panels.

Residential Panels - Retrieving panel user names, and Assigning personal names:

1. Click Get Panel Users. Users that have names saved in the control panel's AUI descriptor fields will appear (except
for the Master user, user #2) and populate the "User ID" column only.

This also checks each user slot in the panel (up to the first 40) to determine if that slot is assigned. If the user slot is
assigned, it puts an asterisk in the Num column. In the above screen, notice that slots 8 and 10 thru 14 are not
assigned, so no asterisk appears next to the number.

2. Inthe User ID column, if there is no user name associated with a slot Number, but the user number has an asterisk,
you may enter a name for that user. If you want to add a NEW user, choose a control panel column slot that is not
being used (no asterisk) and enter the NEW user.

3. In the Full Name column, you can assign a Personal name, or edit an existing Personal name. Just enter the desired
Personal name in the field, and click the Save Users button. Note that this only saves the information to the remote
services database; it DOES NOT overwrite the information in the control panel.

Commercial Panels - Assigning Personal Names:

WARNING: If there are user codes assigned in the control panel, make sure you enter the same codes in the
database. If you enter users in slots, where users already exist in the control panel, the control panel users will
be overwritten. Adding new users depends on your knowledge of which control panel user slots are not being
used. Itis preferable to add a new user locally at the control panel.

In commercial panels, the fields can only be populated manually. In the "User ID" column you should enter the AUI
descriptors that are programmed in the control panel. For convenience, you can also assign a Personal name, or edit an
existing Personal name for the user. Just enter the desired name in the "Full Name" column, and click the Save Users
button. Note that information entered into the Full Name column is only saved to the remote services database. It DOES
NOT overwrite the information in the control panel.

4. You can now click the User Codes tab to edit new and existing user profiles.

-11 -
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Keypad

User Codes:

To manage user codes, click the User Codes tab. From this window, you can modify the permissions for an existing user
or setup permissions for a new user. This is where you can view and edit permissions for each user.

Users

O e

Get Info by (& Code _)UserlD Mame |Smith j

5
User Code I UserlD |Dan User Mumber |3

[ Areat ™ Global Arm [ OIC Report |N0ne 'l \/

[ Area 2 [T Global Arm [ O/C Repaort |N.3__|ne = x‘ Master — can Arm, Disarm, Bypass

[T Area 3 [ Global A [T oiC Report Im N zones, and add USGI‘S..

Normal — can Arm, Disarm, and
[ Area 4 [T Glabal Arm [ OIC Report |r-J-:|ne 'l Bypass zones
[T Area 5 [CGlobalArm [T O/CReport  |None =l saeuser ) Guest — can Arm, can Disarm only
Fiaeas  [GobalAm  [OCRepot  [Nove  Fl  (popoy if the guest code was used to arm.
[ Area7 [Global A [T 0/CReport  [Nene =

[[Area 8 [ Global Arm [ OIC Report Ir-J-:nne 'l

You can retrieve the desired user by selecting either the Code or User ID search method.

If you chose to search by "Code", enter the user's code in the User Code field and click Get Info by.
If you chose to search by "User ID", select the name using the Name drop-down field, then click Get Info by.

The permissions for this user are retrieved. You can now assign or change permissions and/or user code for that person.
After making changes, click Save User. You can also delete users by clicking Delete User.

Note: For Commercial control panels, if you want User #2 to be able to manage user codes, you must first enable
User #2 for global access to all partitions on that control panel.

The Keypad tab enables you to control the security system using an emulated keypad. Functions are performed in the
same manner as on a local keypad, however you CANNOT initiate panics. (Refer to your control panel user guide for
instructions on operating the system.) Note that you can also use the number keys on your PC's keyboard (ensure the
"Caps Lock" key is off) to perform most actions.

Keypad

| Arrmed [ A ] [ 1 OFF ][z.nwnv][ 3smv]

B 4 MAX 5 TEST & BYPASS

7 INSTANT & CODE 9 CHIME

£ K2 i N

- 12 -



Setup

Note: This tab is available ONLY to a Master user that has authority to ALL partitions.

The Setup tab enables you to assign convenient familiar names to zones, partitions, and devices. It is further divided into

the following tabs.

Tab
Panel Info
Name Zones

Name Areas

Name Devices

Recover

Preferences

Function to. ..
Displays the model, firmware version, and emulated keypad version for the control panel.

Enables you to assign familiar names to the zones. Edit the desired field, then click Save Zone
Names.

Enables you to assign familiar names to the partitions. Edit the desired field, then click Save
Settings.

Enables you to assign familiar Device Names to system devices by editing the desired field. In
addition, the "Use" column allows you to enable access and control of individual devices. After you
have made changes, click Save Settings.

Enables you to rebuild the data retrieved from the panel and saved to the remote services
database. It does not modify or affect the actual data stored in the control panel. You must enter
your user code to perform this function.

Enables the Master user to enable the User tab. The User tab allows the Master user to manage
user names and codes.

(This choice only appears for the Master user.)

Note: When data is saved, it only saves the information to the remote services database. It DOES NOT overwrite the
information in the control panel.
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Paneiits | Name Zones | Name Areas | Nam Devces Recover| Prefrences

Panel Type Vista 128BP

Fire ALL FIRE POINTS
Perimeter PANIC ROOM

Fire FIRE ALARM

24hr Audible LOWER KEYPAD

24hr Silent KEYFPAD PANIC BUTTOM
Trouble/dlarm  Master Bedroom Consol
TroublefAlarm OFFICE KEY PAD
TroublefAlarm  LNGRMNG RADIO
TroublefAlarm RELAY MODULE

Trouble/Alarm  RELAY MODULE
TroublefAlarm RELAY MODULE

Trouble/Alarm  CONSOLE

— 14—

Front Porch Light

[Backyard Porch Light

Garage Door

Pool Gate

Panelinto Name Zonee Name eas | Kame Derices| Recoer Poferences

Delete Outdated or Corrupted Record of Panel Params?
(will relearn Panel on next Connection.)

Enable UserTab _|




Video

If you have Optiflex or IP Video Cameras as part of your security system, and they have been added to your e-Secure
account, they will be available in the drop-down menu. When you click "Launch Video System" you can view, operate, and
configure your Optiflex or IP Video Cameras.

Note: Refer to the topic "Setting up your PC for connecting to e-Secure" at the beginning of this guide for
detailed information on setting up the PC for use with Optiflex.

Hemote Access Event History Logout

Video

Launching Video Devices

Selecta Video Systemn:

GSMV Communicator_Chrnis Desk - IP Video

Launch Video System

To connect, from the drop-down menu, select the desired video system and click the Launch Video System button. A
separate window opens, then depending on your browser settings you may be prompted to "display non-secure items?",
please answer Yes to that prompt.

Next your network authorization will be checked, then if you need Java, ActiveX, or QuickTime player installed on your
system, or an update to an existing version, a prompt will appear. Please install when prompted.

For detailed information on Using Optiflex Video, or Using IP Video Cameras, see the topics
at the end of this guide.

Event History

This category displays a history of email events, user SMS requests, video captures, and other actions that have occurred.
Various drop-down fields are available to filter the event history.

Click here to
restore hidden
events.

You can hide unimpor-
tant events by clicking

-

Hicle | Type Event Date Time
here. = -
0 cam3 PT-Store Video Clip 372011 51321 PM
5
0 cam3 PT-Store Video Clip i’ 57/2011 5:06:54 P11
| > cam3 PT-Store Vidso Clip 2mian11 5:03:25 PM
i ) p Click here to add
Eﬁ cam3 PT-Store Video Clip B9 |5/7/2011 4:59:539 PM
a note.
Click here to play £l cam3 PT-Store Video Clip l8/7/2011 4:58:36 P
a video clip. —
E] |8 | cama p-store vides ciip /72011 4:52:51 PM
o
0 cam3 PT-Store Video Clip 3712011 4:39:32 PM
5
0 cam3 PT-Store Video Clip 372011 4:38:01 PM
—_— ™ -

When a video clip is displayed, a player window appears. You have up to 100 MB of storage or about 100 clips. When
that capacity is reached, the oldest files will be deleted to make room for the most current files.



In addition to the normal play and pause buttons, you can lock and unlock a particular video clip or snapshot. Locking
ensures the selected video event is retained and not deleted.

03-02-2011 03:£3

o

This allows you to save the
video clip or snapshot(s) to
your local PC.

Setup

This tab provides fly-out menu for managing your e-Secure site.

Intro ‘ Hemote Access ‘ Video | Event History | Setup | Help ‘ Logout
My Profile

Manage Users

Manage Devices

Manage Email
EGERERE G
Add Quick Link

These selections will be discussed in the following paragraphs.



My Profile
This category enables you to edit your profile. You can change your password, email addresses, and other preferences.

My Profile

Required Information

amith0103

Username: [Only letters(A-Z) f numbers(D-8) allowed, both must be included, min length of 8)
{Username and Password must be different)

[Only letters(A-Z) f numbers(D-8) allowed, both must be included, min length of 8)
{Username and Password must be different)

Repeat Password: e
First Name: Jim
Last Name: Smith

Primary Email

Motification: j-amith1234 @freemail.com

Last Modified Date: Friday, August 21,2008 2:10:51 PM

Emall Notification Address Book You may also send email notifications
to text message destinations.

Email Notification #1: jim.smith @gmail.com Check with your wireless carrier for
more information.

Email Motification #2: jane.amith @freemail.com
Email Notification #3: 5556667777 @vtextocom
Email Motification #4:

Email Motification #5:

Enables you to set the default page
Preference Settings (category) for your next login.

Landing Page Selection: | Introduction H
Remote Access -

Location Selection: ul
Video Location Selection: | None |

Remote Access -

Location Selection: MI
Video Location Selection: | None |

Time Preference Settings

Time Zone: T-05: 8 : 5 Default- ET Time Settings

Enable DST: & Enable for Daylight Saving Time [Show optional DST customization - click here]

Exit to Main Menu page

Edit your profile and click Save. If no changes are to be made, just click another category in the navigation pane.



Manage Users

This category enables you to provide others access to your e-Secure account. This is very useful for adding company or
family members that require access. Note, that you can edit an existing user by clicking their User Name and editing their
profile.

Manage Users

Adld Mew Uszer . Show Disabled Users

Disable User User Name Full Name Delete User Modified

2/7/2011

e e elete e
L Ry Daleh 11:35:42 AM

Meddyt123 Meddy, Roy Delete 1)

2/8/2011
6:47:36 AM

amith148 Smith, George Celete

Grant or Revoke Adminstrative Access
® Click here in order to Grant Access

@ Click here in order to Revoke Access

Add a New User — To add a new user, click Add New User. A new user profile form appears.

Add User

Required Information
Roy123458
Username: [Only letters{A-Z) / numbers(0-8) allowed, both must be included, min length of 8)

{U=ername and Password must be different)

[Only letters{A-Z) / numbers(0-8) allowed, both must be included, min length of 8)
{U=ername and Password must be different)

Repeat Password: -—-—'

Email Address: R.Smith @freemail.com

First Name: Roy

Last Name:

Enter the required information, then click Add User.

Click OK to acknowledge the confirmation message and additional fields will appear on the form allowing you to edit the
user.

Note: In order to control (such as arming and disarming) the security system the user must have a control
panel user code. Without this code they can still monitor videos and receive email notifications.



Edit the User — Enter additional information for the newly added user.
Edit User

Required Information

Foy123456
Uszername: [Only letters{A-Z) / number=s(0-8) allowed, both must be included, min length of 8)
{U=ername and Password must be different)

Password: [Only letter={A-Z) / numbers(D-8) allowed, both must be included, min length of 8)
{U=ername and Password must be different)

Repeat Password: Frerr——

First Name: Roy

Last Name: Smith

Primary Email Notification: R.Smith @freemail.com

Last Modified Date: Wednezsday, March 02,2011 8:33:02 AM

Emall Notification Address Book

Email Notification #1: roy.smith @gmail.com
Email Notification #2: nancy.smith

Email Notification #3:

Email Notification #4:

Email Notification #5:

Check this box to deny access
to e-Secure for this user.

Authorization
Disable Login:

Features
Features that may be assigned: Features that have been assigned:

Delete User Manage Email
Disable User

Manage B

Manage Users

MAC Device Location /Name

GEMV Communicator_Chris Desk - IP Camera Device:

U EH I ELE Device Name: caml WI-Dining

GEMVY Communicator_Chris Desk - IP Camera Device:

K S aFEE 26
T DI EFEE 2 Device Mame: cam2 FT-Balcony

GEMV Communicator_Chris Desk - IP Camera Device:

e R I (B B Device MName: cam3 PT-Store

GEMVY Communicator_Chris Desk - IP Camera Device:

002 76 o
S B FE De MName: camd W-Fool

GEMY Communicator_Chris Dezk - Rermote Access Device:

e P D) e (12 Device Name: GEMY Communicator_ Chris Desk

Exit to Manage Users page

If desired enter at least one email address for notification, then assign Features to the user.

IMPORTANT: Please understand that if a Sub User is assigned the "Manage Users" feature, that Sub User can
then add other users and assign features to them.

Check the Grant Access box to assign a security system or device to the sub user.

When you have completed the form, click Save. A confirmation message appears, click OK. You can add more users in
the same manner.



Deleting a User — Only the dealer can delete your access to e-Secure. When a remote service account is deleted by the
dealer, that account and all subordinate users are deleted.

However you can delete any sub user by clicking the Delete button adjacent to their name.

Disable User User Name Full Name Delete User Modified
- 272011
El L R Dalaie 11:35:42 Al
— T~82/2011
n Meddy0123 Medcdy, Roy < Delets ) g__. P
L7 57 PN
. . 2/8/2011
n amith148 Smith, George Delets 6:47:35 AM

Alternately you can deny e-Secure access to a sub user by editing their profile by checking the “Disable Login” box.

Manage Devices

This category enables you to edit the Device Name and corresponding device address information in
the remote services database.

From the drop-down box,
select the device.

Manage Devices
Selkecta Device: | GSMV Communicator_Chris Desk - Remote Senice

Assign a friendly device name. Up to

Device Name : 30 characters may be used.
GSMY Communicator_Chris Desk

Account and MAC of Device:

City - CSID - SUB: -|odE - ;

ity gg Enter the location and
MACID: |00 - DO - |20 - |# - (52 - phone number for the
selected device.

[Hide optional address infarmation - click here]

.123 Elm Street
Additional Address Information :

Chty :

Melville

Country : State /Province :

United States of Amencaﬂ New York - NY |
Zip /Postal Code :
11747

Phone (include area code) :
_ B85

Exit to Main Menu page

Click Save.



Manage Email

This category enables you to view which security system events are configured to be reportable via email or text
messaging. When any of these events become active, e-Secure notifies you by email and/or text messages.

The Enabled column allows you to select which events you want reported. (This can only be set by the Master user.)
The Event column is for reference only.
The Event Text column enables you to enter some descriptive text for the event.

The Normal State column enables you to enter some descriptive text that will be used when notification of this event
is sent. If no text is entered in this field but there is text in the Event Text field, notifications WILL NOT be sent.

The Activated State column enables you to enter some descriptive text that will be used when notification of this
event is sent. If no descriptive text is entered in this field, a generic notification WILL be sent informing you the event
is active.

Up to eight events can be reported, depending on your system configuration.

Manage Email

Selecta System: | Vista-128BPE Demo |

Select User: “ Jim (jimvi18) — CURRENT USER [

Event /Subject Assignment (Applies to this Location for all Users )

Enabled Ewvent Event Text Maormal Stats Activated State

Tool Shed Closed Open
Garage Closed Open
Basament Water MNormal Water Detected

Upatairs Termp Drop above 45 below 45

Security Emall Subject: SECURITY ALERT - Vacation Home

Enter a meaningful email
subject line.

Malling List

mail.com

This link sends you to the My
Profile page to specify where the
notifications are sent.



Manage Mobile

This category allows you to assign which mobile phone you can use to send system commands and receive confirmation
replies. These must support text messaging via SMS (Short Message Service) along with short codes. If you do not know
whether your mobile phone supports short codes, please contact your wireless carrier.

Note: If you are online with e-Secure, this guide and the companion online help guides; e-Secure for BlackBerry,
e-Secure for Mobile Phones and others are available.

5.

If YOU haVe I'lOt DFEVIOUSW entered data |n the Terms And Conditions for SMS Remote Control:

. w o
Manage MObIle CategorYI a Terms And Cond|t|0ns To Opt-In or subscribe to our service, please centact your alarm service provider
for SMS Remote Control" agreement Wl” pop up_ To Opt-Out or unsubscribe from our service at any time, the user can do one of the following:
Read the terms and conditions and check the A e metructons wihare to urecbace e e Guter e
Accept Terms al'ld Conditions bOX. 2. Remove your phone from the ‘Configure Mobile’ page by unchecking "Enable SMS Remote Control

3. Contact your instaling alarm company
For a list of commands, SMS the word "HELP" to 25276 (Alarm). This will provide our web address, phone number and

Then click the Save Terms and Conditions detais isting the avaible options.
button_ Th's Wl” authOrIZe SeI’VICG for your Egcwklz:r\:‘Junrua:iirus\.uridp;i;teudf cellular providers that support SMS service. If your cellular provider is not on this list, SMS
account. *Mobile data and text messaging rates may apply

V| A it T And Conditi
ceept terms And tonditions [ Save Terms and Conditions ]

Next the Manage Mobile screen can be accessed.

Manage Mobile

Selecta System: | GSMV Communicator Chris Desk |

Select User: L alli'n, Chris (CHIEE") — CURRENT USERH
Mobile Phone: 5168 - 777 - 1111 [ Enable Mobile eSecure [ Enable SMS Remote Control

Mobile Phone: 5168 - 888 - 1111 & Enable Mobile eSecure [ Enable SMS Remote Cantral

SMS System
Abbreviation Name: | M

* For Apple iTouch, use home or office phone number

Terms and Conditions for sarvice

Ensure a SMS System Abbreviation Name is assigned to the security system’s communicator device. The system
abbreviation allows for simple identification of a security system. (The SMS System Abbreviation is required for
sending text messages to control the system.) In the example above, the system abbreviation HM was assigned to
the security system.

If no abbreviation has been assigned, add one in the SMS System Abbreviation Name field.

Click Save, and additional information fields appear.



10.
11.

12.

Manage Mobile

Selecta Systemn: | GSMV Communicator_Chns Desk |

Select User: e alli'n, Chris (CHOREZ) — CURRENT USERH
Mobile Phone: 5168 - 777 - 1111 [ Enable Mobile eSecure [ Enable SMS Remote Control

Mobile Phone: 518 - 888 - 1111 & Enable Mobile eSecure [l Enable SMS Remote Contral

SMS System
Abbreviation Name: |HM

* For Apple iTouch, use home or office phone number

Mobile Set Up:

Mobile Phone: (818) 777 - 1111
Mabile Activation Code: 123458  Mobile PIN iz =ame as Uszer Code: @

Mabile PIN: Carrier: | Verizon |

Re-Enter Mobile PIN: ~ ssss Device: | BlackBerry Storm-4.5 to 5.0 OS version-eSecure app H

Send Inztallation URL

Mobile Phone: (516) 888 -1111

Mobile Activation Code: 3456878  Mobile PIN iz same as User Code: [l

Maobile PIN: Carrier: | AT&T |

Re-Enter Mobile PIN: |=sas Device: | Android - eSecure app available in Android Market H

Send Inztallation URL

Terms and Conditions for sarvice

For each mobile phone, check the corresponding box if you want to enable Mobile e-Secure and/or SMS Remote
Control.

For each mobile phone, enter an 8-digit Mobile Activation Code (random numbers) and enter a Mobile PIN. If
the Mobile PIN you choose is the same as your security system User Code (using the same number is somewhat less
secure but more convenient), check the Mobile PIN is same as User Code box.

Please remember these numbers since they will be used for activating the “e-Secure” app on your mobile phone
for the first time. Thereafter only your security system's USER CODE will be required if the "Mobile PIN is same
as User Code" box was checked.

For each mobile phone, select the Carrier and Device. The selection you choose will determine which “e-Secure” app
will be sent to your mobile phone. If your phone is not listed, try one of the choices entitled "Generic".

For each mobile phone, click Send Installation URL. This will send a text message to the phone(s) that contains
the URL for downloading the “e-Secure” app. (You do not have to click the Send Installation URL button if your
mobile phone already has the “e-Secure” app installed.)

Click Save. (Note, the Mobile PIN is same as User Code check box will clear.)

If you have multiple security systems, use the Select Location drop-down field to choose another security system’s
communicator device and repeat the above steps.

You can log off the e-Secure website.



Add Quick Link

The Add Quick Link selection enables the Master User to share links to web-based tools with sub users. (The “Add Quick
Link” choice only appears for the Master User.) When Add Quick Link is selected, a dialog box appears.

Quick Link Information

Mame: |P Camera Tips and Help Hover Text: Provides tips and detailed help on your IP cameras

URL: hitp Awww.|PcamTips comIP9% Cam3 Tips% &% Help.pdf

ive to all Sub Users

Enter the information, then click Save. If you check the Give to all Sub Users box, then this link will be available for ALL
sub users. Later you can choose to edit the sub users and delete their access to the link. Alternately you can leave the
Give to all Sub Users box unchecked and later provide access to the web-based tool by editing each sub user (Setup >
Manage Users).

Notice in the example below the sub user was not given access to the “Manage Stored Video” web-based tool.

Select Quick Links [Fleaze note: while on this page, Quick Links will not be edittable)
Select Link Mame Link URL

Might Videa http:fwww . SpecialVideolF.com
Snap Shot Edit http s supereditcom
Manage Stored Yideo httpfeww ManageStoredVideo com

IF Camera Tips & Help http:dfwww IPcamTipa.comIP3 CamfeTips: &3 Help pdf

Exit to Manage Users page

When a quick link has been created, a new tab entitled "Quick Links" will appear for associated sub users.

Quick Links ‘ Setup | Help | Logout
IP Camera Tipa & Help

Manage Stored Video
MNight Wideo
Snap Shot Edit

The Master User can edit, or delete quick links by simply clicking the Tool icon adjacent to the Quick Link. Further, the
Master User can change the association of quick links to a particular sub user by editing the sub user’s profile

(Setup > Manage Users). Note that only the Master User can add, edit, delete, or change associations of quick links. For
sub users these changes will be reflected upon their next login session.

Logout

Used to exit the e-Secure website.



Controlling your system using a Mobile Phone

You can monitor the status and control your security system remotely using text messages from your mobile phone, or
you can access more advanced features and video by using the “e-Secure” app for your mobile phone. This app is

provided by the e-Secure website based on the specific type of mobile phone you have. Refer to previous "Manage
Mobile" topic.

For specific information on installing and using the “e-Secure” app with your mobile phone, please refer to the appropriate
online help guides; e-Secure app for BlackBerry, e-Secure app for Mobile Phones, etc.

Controlling your system using Text Messages

By using a mobile phone that supports Text Messaging (SMS) with short codes, you can send text message commands to
control your security system. This must be done from a mobile phone that was granted SMS access. Refer to the
“Manage Mobile” topic.

Notes:

e You cannot control the security system using SMS text messages while a "Remote Access" session is being conducted.
e SMS command service will work properly only after a prior remote connection has been made successfully via the java
applet in e-Secure. In addition, any changes to the control panel configuration may result in the SMS service not
working properly. It is important to make sure each time the panel configuration is modified (even if changing the

keypad’s home partition) that a successful java applet session is executed prior to exercising SMS service.
e  For LYNX panels, the zone number will not appear in an SMS reply message.

e  For control panels that use a GPRS only communications device, you must wait 2-3 minutes between sending SMS
messages to allow the communications device time to reset.

Text message commands are sent to the short code "alarm" (25276) followed by the text message. You can create the
text message using the following method:
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1. From your wireless device, generate a Text Message to be sent to the short code “alarm” (25276).

v

2. Using the following Text Message Format, compose the Text Message.

Used as a field delimiter. Used ONLY when using
# f the “O” command.
_____ -,

| E— : | optional | on = turn on device

o;;_ c;da device | ¢ off =turn off device
¢ I command |
d

] L

L L This is your \;

Up to two alpha
security system

system
abbreviation

space

8
g command
(7]

space
space

4-digit user code

Optional Field used for either:

This name must characters: e  Zone # (3 digits; zzz, add

a = Arm Away user code. leadi
match the “SMS eading zeros as necessary)
system as = Arm Stay e Partition # (as 1 digit; x)
abbreviation” b = Bypass Zone e Output Device # (as 2 digits; Xx,
assigned to the d = Disarm add leading zeros as

o = Output device necessary)

security system.
s = Status Request

Sample Text Message to your security system in the New York City Office to bypass zone 4:

nyc b 1234 004

Sample Text Message to your security system in the New York City Office to arm away partition 3:

nyc a 1234 3

Sample Text Message to your security system in the New York City Office to turn on programmed output device 3:

nyc o 1234 03 on

Sample Text Message to your security system in the New York City Office to retrieve the status of partition 2:

nyc s 1234 2
Y

3. Send the Text Message.

!

4. Confirmation reply is received informing you of the command results.

Below are the text message command field definitions and their format.

[system abbreviation]

[command] = a, as, b, d, o, or s (See table below.)

ccce = user code

p = optional partition number (Not necessary for a single partition system.)

zzz = zone (Add leading zeros as necessary to obtain 3 digits.)

xx = output to be controlled (Add leading zeros as necessary to obtain 2 digits.)

A typical reply to a text message command would contain the attempted command, the results, and a date and time
stamp.
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Command and Text Message Format

Arm system Away
[system abbreviation] a cccc p

Arm System Stay
[system abbreviation] as cccc p

Bypass Zone

[system abbreviation] b cccc zzz

Bypass Zone (with optional partition
number)

[system abbreviation] b cccc zzz p

(The use of the optional partition number
allows zones to be bypassed in partitions
other than the home partition.)

Disarm system

[system abbreviation] d cccc p

Turn programmed output on (or off)
[system abbreviation] o cccc xx on / off
Status Request

[system abbreviation] s cccc

Help
help, h, info, ?, i

stop, quit cancel, unsubscribe, terminate,
end

Text Message Reply

If successful, you will receive an Armed Away status message that is time
and date stamped.

If successful, you will receive an Armed Stay status message that is time
and date stamped.

If successful, you will receive an Zone Bypassed status message that is
time and date stamped, along with general system status.

If successful, you will receive an Zone Bypassed status message that is
time and date stamped, along with general system status.

If successful, you will receive an Disarmed status message that is time
and date stamped.

Will receive a General Panel status message that is in relation to your
user code authority. This message is time and date stamped.

The current System Status message will be received. This includes;
Arming state, disarmed state, and troubles.

For a registered phone, you will receive messages containing text
message Command Key and Format information. Additionally you will
receive website and email contact information, and information on how to
opt-out of remote services. Typical information is shown below:

SMS Remote Control Service, Powered By Honeywell Inc.
KEY

a=System Abbreviation

p=optional partitiont

ccccec=user code

For details log into you account at CMD

a A cccc p=Arm Away

a AS cccc p=Arm Stay

a B cccc zzz=Bypass zone zzz

a D cccc p=Disarm

a 0 cccc xx On/Off=Turn output xx on or off
a S cccc=Get Status

https://services.alarmnet.com/PlConnect
For further details contact your alarm dealer.
Text the word STOP to opt-out.

For an unregistered phone, you will receive a message containing website
and email contact information.

You will receive this message:

SMS Remote Control Service, Powered By Honeywell Inc.
for this cell phone has been terminated.

https://services.alarmnet.com/PlConnect
For further details contact your alarm dealer.



Using Optiflex Video

If you have Optiflex as part of your system, and it has been added to your e-Secure account, this Video category will
appear. This category enables you to connect, view, and configure your Optiflex camera video.

Note: Refer to the topic "Setting up your PC for e-Secure" at the beginning of this guide for detailed
information on settings that are specific to Optiflex.

Intro | Remote Ac | Video | EventHistory | QuickLinks | Setup | Help | Logout

Video

Launching Video Devices

Select a Video Syste

Launch Vidso System /

To connect, from the drop-down menu select the Optiflex system and click the Launch Video System button. A
separate window opens, then depending on your browser settings you may be prompted to "display non-secure items?",
please answer Yes to that prompt.

Next your network authorization will be checked, then if you need Java, ActiveX, or QuickTime player installed on your
system, or an update to an existing version, a prompt will appear. Please install when prompted.
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Optiflex Viewing Window

Select Optiflex system from Opens a configuration window
drop-down menu, then click for sending a series of camera
CONNECT. shots to an email address.

Connection e Sec /| 7 \Svli(r)s:leosw.

status.

EMAIL | ARCHIVE Close Window

4 p

- Connect Selectfrom Manu
w Office - 1

Camera-2 - encrypted == =]  Camera2

Preset Size »

Cffice System

.
Office -1 - encrypted
j T b

Playback
Archive

Allows panning of
the window when
you have multiple
cameras.

Record Clip  »

10-01-09,16" 54106

Select options menu here, or
simply right click anywhere
Window may be to select.

dragged to size.

- 29 —
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The Options Menu is described below.

Options Menu

Function

(cameras) All of your cameras will appear here with a check mark adjacent to the selected ones. These
selections can be toggled.
v Office - 1
v Camera-2
Preset Size »
Playback
Archive
Record Clip
Setup b
Stream
Preferences
Preset Size Enables you to select from four pre-selected camera window sizes. Alternately, you can drag
any camera window to size.
Playback Opens a Playback window to enable playing back any of 19 video clips. Up to 19 video clips are

Note: Optiflex can
record only one clip
every 10 sec.

If two or more video
triggers occur within

10 sec then only the first
clip triggered will be
saved and emailed.

cached in the Optiflex hardware. As new clips are added, the oldest of 19 clips (unless locked)

is automatically deleted.

x

|
9
Save Cach8| 07-24-2008 11:48:39 - All Cams
= prchive : 5
peed
Prey Pla 4 Next
% Remate << | ’ ! | l 1 | ﬂﬂ ’T
Clip | Date | Tire | Camera ||T|
& [08-26-2003 01:54:31 pra 1 - Demao Camn
7 08-15-2008 01:58:09 pm 0 - All Camg
i) 8  08-15-2008 01:04:15 pm 0 - &l Cams |:|
9 08-10-2008 12:35:15 pm 0 - &l Carng
10 08-10-2008 12:35:08 pm 1 - Diemo Cam
11 08-06-2008 11:35:52 am 0 - &l Cams
12 N7-24-2N087 121208 mrn M- Al Carns

G Lock |

D

Delete

Refresh |

Normally your security system will trigger the capture of video clips based on events or motion
detection. And if your system is equipped with an 8132 keypad, the triggered camera will be

displayed at the keypad.

However you can also manually capture a video clip from e-Secure by right clicking on the
Optiflex Viewing Window and from the options menu, selecting Record Clip and choosing the
camera. A video clip is then stored in the Optiflex hardware cache. (A video clip may contain

up to 10 frames depending on its visual complexity.)
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Options Menu Function

Save Cache

When selected it copies all the video clips (up to 19) that are in the
Optiflex hardware cache, and stores them on your PC as .DAT files.

XP path is C:\Documents and Settings\<user hame>\Local
Settings\Temp\

VISTA path is C:\Users\<user name>\App Data\Local\Temp\

Archive
& Archive

= Remote

When selected brings up a list of archived files that are stored on
your PC. These clips can be selected and played.

Remote
™ Archive

* Remote

When selected enables access to the video clips stored in the
Optiflex hardware cache.

These clips can be selected and played.

Prev/Play/Next

The Prev and Next buttons allow easy selection of video clips.
When the Play button is activated, the video clip will play, and the
Play button toggles to a Stop function.

Show Frames/Hide Frames — Opens a multi-frame window showing the individual

Single Frames

frames within the
=10l video clip.

 Select Frame to Sat

(A video clip may con-

tain up to 10 frames
ﬂ‘E aIE depending on its visual
complexity.)
Individual frames can
& be selected and saved
3 l ’ to your hard drive by

clicking the Save

Image button.

Speed

Adjusts the playback speed for the video clip.

Lock

By locking a video clip it remains in the Optiflex hardware cache
until deleted. Select the video clip, and click Lock. Note, that
video clips cannot be unlocked, however they can be deleted. The
locked flag also marks that clip as being important and remains with
the clip if archived.

Archive

B Arch i‘fﬂ{

Allows saving one or more selected video clips to your PC. Select
one or more files then click Archive. The video clips will be stored
on your PC.

Delete

Enables selecting one or more video clips from the archive to delete.
Select, then click Delete. The video clips are deleted from your PC.

Refresh

Click to refresh the video clip listing.



Options Menu Function

Archive Import Archived Clips for Playback x|
Cli Camera DateTime
v Demo Cam camera-1 Demo Cam g, Fhd

2 | camere] Demo Cam 91072002 10253 When a new video clip is captured it is stored

a4 )
. 3 camersl DemoCam  9/3/2008 50354 PM on the AlarmNet web server and appears in
Preset Size P this listing, and it appears in the Playback >
Remote listing.
Playback Video clips in this listing may be moved or

I <F:’<():p|ed from the AlarmNet web server to your

Up to 100 video clips can be stored on the

RecordClip  # AlarmNet web server.
Setup k
Stream |
Preferences RefreshList | Seleot &l Clips |
Move | Copy | Delete | Cancel |
Refresh List Click to refresh the listing.
Select All Clips Easy method to select all clips.
Move Moves a selected clip from the AlarmNet web server to the Playback
Archive on your PC. (Clip is deleted from the Web Service.)
Copy Copies a selected clip from the AlarmNet web server to the Playback
Archive on your PC.
Delete Deletes a selected clip from the AlarmNet web server.
Cancel Exits the Archive window.
Record Clip Normally your security system will trigger the capture of video clips based on events or motion
detection. And if your system is equipped with an 8132 keypad, the triggered camera will be
Note: Optiflex can displayed at the keypad.

record only one clip However you can also manually capture a video clip from e-

every 10 sec. v Efje'}; Secure by right clicking on the Optiflex Viewing Window and
If two or more video v vinsa- from the options menu, selecting Record Clip and choosing
triggers occur within PresetSize b the camera. A video clip is then stored in the Optiflex

10 sec then only the first | ———— hardware cache.

clip triggered will be Playback (A video clip may contain up to 10 frames depending on its
saved and emailed. Archive visual complexity.)

Record Clip v [RGB
- |
Setup 3

Stream
Preferences




Options Menu
Setup > Video

w Caml
v Video-3

Preset Size

Flayback
Archive

Record Clip

System

Stream
Preferences

Function

Enables setting of preferences for each camera.

R x

Cam # <
V¥ Enabled
¥ Display Date and Time

¥ Enable Automatic Recording

Camera Setup

Camera Label

IDemo Cam

This area enables setting options for
each particular camera.

> Select the camera using the Cam #
drop-down list. Then set your
preferences.
Click OK to save your preferences.

 Up Left
" Up Right

" Low Left
& Low Right

—MTSC Setup
Al visw 1 2

LS ! (o] Ll

1

1 If you have a NTSC monitor

' attached to your Optiflex hardware,
| this area enables you to choose
1

1

1

Camera Dwelling Time; T(D_E" Setup
7 =] Hsai JEeTrs what will be displayed on that
e " Use d Cams AL monitor.
SetTimeZonel ak I Cancel |
Cam # Drop-down selection for the camera to be setup.
Enabled Used to enable or disable a camera.

Display Date and
Time

Used to overlay the date and time on the camera window.

Enable Automatic
Recording

Check this box to enable recording video clips from this camera.

Record from time to
time

Enables specifying the number of frames prior to the Record Clip
command that is captured for the video clip. A range of up to 9
frames prior to the Record Clip command can be captured.

(A video clip may contain up to 10 frames depending on its
visual complexity.)

Camera Label

Allows an identification label to be applied to a camera.

Label Position

Determines where on the camera window the information
overlay will appear. This information includes the camera label,
date, and time.

Auto Video Switch

Check this box if your system is equipped with an 8132 keypad,
the triggered camera will automatically be displayed at the
keypad.

All-View / or
1,2,3,4,5,6

Enables all cameras to be displayed on the NTSC monitor, or
just a particular camera.

Camera Dwelling
Time

Enables choosing a 2 or 4-second dwell time on the NTSC
monitor for each camera included in the tour.

Tour Setup

Enables including all cameras or just the first 4 cameras on the
video tour displayed on the NTSC monitor.

Set Time Zone

Sets the GMT time offset for your time zone. Example; Eastern
Standard time has an offset
of — 5 as shown below.

Eastern = -5 Mountain = -7
Central = -6 Pacific = — 8

OK Saves settings and closes window.

Cancel Closes window without saving the settings.
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Options Menu

Function

Setup > System

v Caml
v Video-3

PresetSize F

Playback

Archive

Record Clip ¥

Setup i video
Stream

Preferences

Enables viewing hardware, software, and network details.

MAC Address: 004024006246
|

IP Address: 192.168.1.103
Metmask: 255.255.2585.0
Gateway Addiess: 19216811
DMS Address: 158.100.65.19
Appimage & - alid
wversion: 2.0.0.4
date; 10-23-2007

P S . TR P

Get New | Reset | Clean Cache

IDptierx Connect Yerzsion: 1, 0,0, 107

™ Playlist Dietails
[V Refresh plapback list autoratically

(viewing pane)
information about your system.

Displays network, and Optiflex hardware and software

Get New Enables retrieving an upgrade for your Optiflex software.
Reset Resets the Optiflex system.

Clean Cache Clears cached data in the Optiflex hardware cache.
Done Closes the System window.

Playlist Details

your Optiflex system.

Includes additional information in the on the cameras used with

Playlist information without the "Playlist Details" box checked.

= Archive

Speed
& Remots Brey ’ Play | ' : Mext | ﬂﬂ ,?
Camera =
[ 05
2 03152008 pm 1-Caml
3 03152008 [02:55:59 pm 1-Caml
4 03152008 02:55:49 pm 3-Video 3 s
5 03152008 02:4:04 pm 3-Videod
E 03122008 01:51:44 pm 1-Caml
7 N8-12-2008 12338 am 1 - Caml E|
G Lock | Bnrchwel Dele‘le Refresnl

Playlist information with the "Playlist Details" box checked.

= Auchive
Bres.

' Remote

’P\ay | |: Next |

Spesd

s

Cl

n
2 | 03152008 T1-Caml 00N dSME7Te
3| 09152000 1-Caml 00N edatedia
4 | 03152008 3-Videod 0D 9b7653a6
5 | 03152008 3-Videod OO0 RG7BN

A N9-12-2008 1-Caml nam hellnnRdd

{f o | =

Delete

33edd228
33e4d238
33edd238
20429tda
Alhe2H45

Refresh |

Refresh playback list
automatically

automatically.

Sets the video dlip listing in the Playback window to update
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Options Menu

Function

Stream Select the desired camera window, then select Stream, to open up a QuickTime player window
that provides higher resolution and smoother video.
This is useful for detailed monitoring of one camera but uses more bandwidth.
Select desired Enables increasing or
camera to stream. decreasing the size of the
streaming video window.
=
Optiflex Streaming Yideo Frame R ate 0.00 Eit Rate 0.00 Awg Bit Rate 0.00
opex10cal JONMS OIS [0 iex local John's office =] Connect Select from Menu 4 F
"_j Streaming on Video-1
Lk =
[&] pore [ [ [ [ mntemet 4
Preferences This option enables you to balance your streaming bandwidth and image quality. It affects all

cameras. Select your preference, then click OK.

Streaming Preferences 5'

™ high bandwidth/lower quality/higher framerate
" high bandwidth/higher quality/lower framerate
 low bandwidth/lower quality/higher framerate

 low bandwidth/higher quality/lower framerate

Cancel
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Using the Email Archive feature

The EMAIL | ARCHIVE button opens a configuration window that lets you
specify the email recipients that can receive a series of camera snapshots. Friday, October 2, 2009
Additional options enable selecting the desired cameras, and automatic —
scheduling of captures and email notification. EMAIL | ARCHIVE

After configuration, this feature enables you to send a series of camera shots Select from NemT——" 4 )
via email when the Record Clip command is invoked.

As you hover over each column heading, a tool tip appears that explains i s
what the option is used for.

Optiflex Email Notification and Archive

Optiflex Unit Label - 00D02090TN

Customized Set-Up of Individual Email Notification Addresses

Email Notification Address Thumbnail Maobile Trigger Mobile Set-Up
ISparky@dogma\I.com ILarge Image j Ird Mobile Set—Upl
[Hank@cheapmail.com [small image =] W Mobile Set—Upl
|Laura@g|0ba|mai|.com |Large Image j I~ Maobile Set—Up|
|T2753. S@vtext com ILarge Imagej v Mobile Set—Upl
| ILarge Image j (| Mobile Set—Upl
Camera Selection and Set-Up
Enable Emal  Email Archive . .
Camera llame Notes Notificatone Vhole Clio YHole Clig NtTte. Opt||_flex can ;%cord
only one clip eve secC.
Office - 1 [ Morth Facing ~ ~ IAIways | Y P ry
- If two or more video triggers

ice - 2 Meeting Area I -l
Office - ] Icd W | Always L

e ! 5 occur within 10 sec then only
unused |unuseD E the first clip triggered will be

saved and emailed.
Snapshot All | MiA MiA Nis
unused IUNUSED i r
unused IUNUSED - r
unused IUNUSED i -
NTSC Advance | NIA NIA N
Schedule Capture | Email Notifications

Enable Weskdays won. | Always 7| 7us [Always =] weo [Aways =] nu |Always =] f | Always =]

Time Start Weekdays Hour IE Minute l@ AM 'l
Time End Weekdays Hour IE Minute l@ AM 'l
Enable Weskend Sat IA‘WEYS j Sun. IAIWEYS j

Time Start Weekend Hour IE Minute l@ Al 'l
Time End Veskend Huurm Winute m Al 'l

Save Email Notification Setup _ SSVE

After the configuration settings are chosen, click Save.
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Using IP Video Cameras

This guide covers the operation of Honeywell’s iP Cameras for use with the e-Secure website. The various cameras each
have different features that can be controlled from the website. When a particular camera is selected, only the
operating switches for that model camera will appear. Refer to the topics at the end of this guide for details on
the tool buttons and how to set your preferences for each camera. The table below highlights the features of each
internet camera model:

Camera Features

iPCAM-WI Camera e Wired or Wireless
e Fixed Lens
¢ Video Motion Detection

iPCAM-WO Camera e Wired or Wireless
e Fixed Lens
¢ Video Motion Detection

PIR Motion Detection
Outdoor use

iPCAM-PT Camera e Wired or Wireless
e Fixed Lens
¢ Video Motion Detection

PIR Motion Detection
Pan and Tilt with presets
Aux Lighting

Introduction

Welcome and thank you for choosing Protection One's eSecure
communications salutions.

As an eSecure cusiomer, you can lake advantage of all of the
incredible benefits that next genaration digital technology provides.

Stay Connected 1o your hame or business...
wherever you arel

Ityou have any questions, please call 1.800.GET.HELP
(1-800-438-4357) day or night or email us at
CustomerService @ ProtectionOne .com

Note: After approximately
30-minutes of inactivity, the
Video session will time out
and disconnect.

From the drop-down menu, choose the video system you want to view. Click Launch Video System.

Video

Launching Video Devices

Select a Video System:

GSMV Communicator_Chris Desk - IP Video

| aunch Videa System

Remots Access Event History

Logout

If your PC does not have
QuickTime and Flash You will
be prompted to install or
update these applications.
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On the right, thumbnail still pictures for each camera will appear. These thumbnails are updated every 10 to 20 seconds.
You may select a camera to view live video by clicking on that camera. The live video appears on the left.

Set the default camera by
checking this box.

If you set a default camera, its
live video will automatically
appear on the left the next
time you launch the video
system.

= Firmware update notification.
SELECT A CAMIERA - | _ Refer to the “Updating the
v z i Camera Firmware” topic.

powered by Honeywell

You may use the arrow buttons to position a PT (pan & tilt) camera. Use single clicks and allow time for the camera to
attain the new position. Use the center Home button to command the camera to its home position (refer to the detailed
description in the "Tool Buttons" topic).

/02,2011 10:05

Use the Enlarge button to
bring up a larger dedicated
viewing window.

cam3 PT-Store

Q = T
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ﬂ This dedicated camera viewing window provides a larger live video view. The tool buttons available will depend on the
iP camera model.

For a detailed description of each button's function, refer to the "Tool Buttons" topic that follows.

03,02-2011 10:07

cam3 PT-Store

n When your session is over, in the video monitoring window click Close then log out of e-Secure.
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Tool Buttons

Button

Function

How the camera's "Home" position is determined.

¢ If no video detection areas have been set up, the camera's home position is centered in its vertical and
horizontal axis.

o If a video detection area has been set up, that view now becomes the home position.

¢ When a camera has been moved to other than the home position, after 5 minutes of no movement the
camera will always return to the home position.

arrow buttons — Click to incrementally position the camera in a vertical or horizontal direction.

preset buttons 1, 2, 3, 4 — These buttons are used to quickly drive the camera to a preset watch area.
(Up to 4 preset watch areas can be set.) Just "single-click" the button to go to the preset watch area.

To set a preset watch area, use the arrow buttons to drive the camera to the desired area. Then press and
hold the desired 1, 2, 3, or 4 button for about 3-seconds. A checkmark will briefly appear to confirm the
preset is saved.

center home button — Click to drive the camera to its home position.

movie camera — Used to manually capture video clips. When clicked, a 10 second video clip is captured,
based on the pre-capture and post-capture settings stored in the camera. The video clip will be stored as
an event, and may trigger an email notification if desired. (Refer to the "Edit camera settings" topic.)
Note, if a scheduled period has been setup for video motion detection, this feature is restricted to the
scheduled period. If no schedule has be setup, there is no restriction (operates 24/7).

still camera — Used to manually capture still pictures. You will be prompted to save the picture if desired.

light — Used to toggle on or off the camera's auxiliary lighting LEDs. Depending on the ambient low light
conditions, the auxiliary LED lighting can improve video quality up to 15 feet.

auto pan — Causes the camera to swing through its entire horizontal range. At the end of the panning
motion, the camera will return to the starting position. After 5 minutes of no movement the camera will
always return to the home position.

stop / play — When clicked, this button toggles between stopping and starting the live video stream.
When stopped, the video image is replaced by a blank screen.

Note, if you inadvertently click on the live video screen, the video may go blank. You can use this button
to restart the live video.



Edit camera settings

Note, that the settings for each camera are configured separately. On each
camera preview window there is a Tool icon in the lower right corner, click this
icon to bring up the camera's Camera Configuration window.

It is important to know that configuration settings are stored in the camera and
are retrieved when a video session is opened.

To understand the various configuration settings we will look at the settings for
a typical camera. Refer to the table below and the screen shots that follow to
understand how to configure the camera's settings.

Group or Item
Camera Name

Display Date and
Time

Event Capture
Settings

Event Notification

Features

Video Adjustments

Function

You can edit the camera name. Up to 15 characters may be used. The new name will appear when
the next video session is initiated.

This grouping allows you to set your date and time preferences.

Check the "Motion Detection" box to enable video motion detection. Motion is determined by
comparing current and previous video frames.

Attachment Type — If you want an email notification, choose between sending a Video Clip or
Snapshot attachment. Note, this choice also determines what will be stored in the Event History. If
no choice is made, a Video Clip will be stored in the Event History.

Pre-Capture and Post Capture Length — These two settings determine the beginning and end of
the 10 second period that is captured when motion is detected. For video a 10 second clip is
captured, and for snapshots a series of 10 are captured.

Interval — Choose from 1 to 15 minutes before the next video motion can be captured. This setting
helps reduce excessive notifications.

This grouping enables you to set which Triggers will be used to cause certain actions. Unavailable
settings are grayed out.

Triggers can be from an Input, PIR or Motion. One or more may be selected.

o Input — Triggered by the security system's control panel. Such a trigger may come from a door
opening, safe opening, etc. (This Feature is Reserved for Future Use.)

o PIR — Triggered by the camera's PIR sensor. Will trigger on movement in its view. There are no
masking, sensitivity levels or adjustments.

¢ Motion — Triggered by video motion.

A triggered input can cause the following Actions. One or more may be selected.

e Capture — The video or snap shot is stored in the Event History and can send an email
notification if desired.

e Output Port — Connector port on the camera can be used to turn on light or
sounder, etc. (This Feature is Reserved for Future Use.)

¢ White Light LED — The camera's white light LEDs turn on for the 10 second video motion
capture period.

o Schedule — Opens up a new window to allow setting schedules that define when a motion event
can be detected.

o Detection Areas — Opens a new window to allow setting up to 4 detection areas where the
Activity Threshold can be adjusted.

Pan/Tilt Speed — Allows choosing the camera panning speed. Note, a slower speed will give
clearer video.

Status LED Operation — Uncheck this box to turn off the camera's status LEDs for stealth
operation. Although the camera will appear as not operating, all functions are working.

This grouping allows the camera to be optimized for the particular viewing area. Note, for cameras
that are ceiling mounted, check the Ceiling Mount box to invert the image.



Camera Configuration window
This is where you configure the camera.

Camera Configuration: cam4 WO-Pool

Camera Name: [camd, WO-Pool ]

~ Display Date and Time:

Time Zone:

12/24 Hour Format: 012 Hour
Adjust for Daylight Savings: i

é 24 Hour

Date/Time Format:

us

[

MMIDDRYYYY Timestamp Visible: i

~ Event Capture Settings:
Attachment Type: c Video Clip OSnapshot[s)

Pre-Capture Length:

Post-Capture Length:

1 minute

Interval:

.

~

~ Features:
Pan/Tilt Speed:
Status LED Operation: i

[\

~ Event Notification:

Triggered by:  Capture  OufputPort  White Light LED
PIR ——
= J
~ Video Adjustments: y

Upon completion, click
the SAVE button.

v

Brightness: A confirmation mes-
Sharpness: | sage appears.

Ceiling Mount: i

‘ J

Schedule window

This window allows you to setup schedules that define when a motion event can be detected. Schedules may be deleted

by clicking the "X" adjacent to the schedule.

Edit cam3 PT-Store Schedules

Create Schedule ltem

'w

Effective Time Frame: [Si=gReEl

Every Day, 12:00 AM thru 08:00 AM X
Every Day, 5:00 PM thru 11:55 PM X

Added Schedules

DONE CANCEL

After the camera's schedule is set
up, click DONE.

You will be returned to the
Camera Configuration window.
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Detection Areas window

When an area is activated by checking the box, a transparent colored Detection Area will appear on the screen. You can
drag and resize the box as desired. Click Done when all the areas are configured.

- —
3 <

' . .8 ’ " | Motion detected in
Activity Threshold:* g any area will trigger
- e——+ a video event and
store a video clip or
Area2: [ series of snapshots.
Name:

L
.7 5

rr—

Activity Threshold:*

Activity Threshold:* Click and drag the small squares inside the areas to resize.

-* + Click and drag inside the area to move.

\ J/  "Alower activity threshold value will trigger clips more readily.

A

DONE CANCEL

7|

Updating the Camera Firmware
If your camera is not running the latest firmware an update icon will appear.

1. Click on the Tool icon in the lower right corner. The Camera Configuration
window appears.

2. Click the UPDATE AVAILABLE . . . button. Then click OK to the
confirmation window to proceed.

3. During the firmware update process the video image will be replaced with
a tool image. You can continue using other cameras. When the firmware
update completes, normal operation for that camera is restored.

Camera Configuration: cam4 WO-Pool

é
Display Date and Time:
( QTN (CMT-08:00) Pacific Time (US & Canada) ]

—43 -



Protection

SECURITY SOLUTIONS ®

Protection 1, Inc.
1267 Windham Parkway
Romeoville, IL 60446

Copyright © 2012 Protection 1

www.protectionl.com/

800-08476 3/11 Rev. B



	Overview
	Obtaining an e-Secure account
	Setting up your PC for e-Secure
	Settings for Security
	Settings for QuickTime Player
	Settings for use with Optiflex

	Accessing e-Secure
	Using e-Secure
	Remote Access
	System
	Zone Status
	Device Control
	Event History
	Users
	Keypad
	Setup

	Video
	Event History
	Setup
	My Profile
	Manage Users
	Manage Devices
	Manage Email
	Manage Mobile
	Add Quick Link

	Logout
	Controlling your system using a Mobile Phone
	Controlling your system using Text Messages
	Using Optiflex Video 
	Optiflex Viewing Window
	Using the Email Archive feature

	Using IP Video Cameras
	Tool Buttons
	Edit camera settings
	Camera Configuration window
	Schedule window
	Detection Areas window
	Updating the Camera Firmware



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


